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Lab Overview - HOL-2409-15-SDC - vSphere Automation and Development - APl and SDK

Lab Guidance

Hands-on Labs allows you to evaluate the features and functionality of VMware products with no installation required. This lab is self-
paced, and most modules are independent of each other. You can use the Table of Contents located in the upper right-hand corner to
access any module.

If you are new to the VMware Learning Platform (VLP), please read the New User Guide located in the appendix. Click below to go
directly to the new user console walkthrough before continuing:

| New User Guide (2 minutes): Overview of main console location and alternative methods of keyboard data entry

VMware vCenter REST APIs simplify the automation of complex IT tasks and integrates with REST clients like POSTMAN. They also
come integrated with Java and Python via SDKs to adapt and extend service delivery and operational management, effectively working
with existing infrastructure, tools and processes. The vSphere API is exposed as a Web service, running on VMware vSphere server
systems. The API provides access to the vSphere management components - the managed objects that you can use to manage,
monitor, and control life-cycle operations of virtual machines and other virtual infrastructure components (datacenters, datastores,
networks, and so on)
| Module 1 - Accessing the APl Explorer (30 minutes) (Basic) In this module, we will access the API explorer and learn how it
can be used to assist us in developing tools using the vSphere Automation API.
| Module 2 - Python and the vSphere Automation API (30 minutes) (Basic) In this module, we will explore the Python SDK
structure and then we will use Python with the vSphere Automation API.

| Module 3 - Module 3 - REST API Modernization (15 minutes) (Basic): Learn about the new REST APIs which have a simplified

schema and improved presentation layer
Lab Captains:

| Sowmya Madhavan, Senior Member of Technical Staff, India
| Brad Bentley, Staff Cloud Infrastructure Engineer, USA

| Limberth Huertas, Senior Technical Account Manager, Latam
Lab Principal:

| Diane Scott, Staff Solution Engineer, USA
Content Leads:

| Feidhlim O'Leary, Senior Technical Marketing Architect, Canada

| Milena Chen, Content Architect, Costa Rica

This lab manual can be downloaded from the Hands-on Labs Document site found here:
https://docs.hol.vmware.com

This lab may be available in other languages. To set your language preference and have a localized manual deployed with your lab, you
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https://docs.hol.vmware.com/116781/c/408876
https://docs.hol.vmware.com/116781/c/408875
https://docs.hol.vmware.com/116781/c/408878
https://docs.hol.vmware.com/116781/c/408877
https://docs.hol.vmware.com/

may utilize this document to help guide you through the process:
https://docs.hol.vmware.com/announcements/nee-default-language.pdf

Lab Description

The vSphere Automation API and SDK are developer-friendly and have simplified interfaces. You will use the APl and SDK for Virtual

Machine creation, modification, and deletion and experience the consistent set of developer and automation tooling across different
development platforms.
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Module 1 - Accessing API Explorer (30 minutes) Basic

Introduction

In this module, you will learn about the API Explorer.

The API Explorer allows users to connect to the API endpoint and then browse and interact with available REST based APIs and their
calls. This includes available parameters, expected responses, what response status codes may mean, and much more. If you've
happened to use the Managed Object Browser, or MOB, think of that but on steroids!

This Module contains the following lessons:

| Accessing the API Explorer : In this lesson, you will learn to access and navigate the API Explorer.

Prepare the Lab

Before starting the lab, we want to clean up the lab for a better experience

Open the Lab Prep Folder

Lab Prep

1.0pen the Lab Prep folder in your Desktop

Mame

F3] Lab-Prep-1-SRM
) Lab-Prep-2-VSAN

I 5 | Lab-Prep-3-vSphereCore o

‘72l Lab-Prep-4-Performance
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1.Run the Lab-Prep-3-vSphereCore script.

Lab is Ready

EX Administrator: C:\Program Files\PowerShell\T\pwsh.exe = O X

Beginning HOL-2489-SDC-1 Module 3 START @ ©7/05/2023 14:12:00

:14:19 Finished. Runtime was 2 minutes.
o continue...:

Once the script finishes, you will see something similar to what's in the picture.

Accessing the API Explorer

In this module we will look at the API Explorer

Accessing the API Explorer is incredibly easy. Its available on any API endpoint whether that be a vCenter server (appliance or Windows
based) or external PSC appliance.

Open Firefox from Windows Desktop

“ |

1.Launch Firefox by clicking the "Firefox" icon on the desktop.
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Login

("% @Lnglno ® @Lngin x
.4 U 8 &= my 1a.cor

2 HoL Adminlll [0 Region Al () Region B [ SREE ) Widware Aria [ PureSiorage
[ vesa-01a Wab Client

wisa-01a Web Cllen!
https/fvcsa-0a.corposmbesns.com/us/

VMware® vSphere

‘ administrator@vsphere local o
o LA LL LT L] '

h_ 4

Use Windows session authentication

Log into RegionA vCenter

1.Click on RegionA folder in Firefox Bookmark toolbar
2.Select vcsa-01a Web Client link

3.Type administrator@vsphere.local for the username field
4.Use password - VMwarel!

5.Click Login
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Developer Center

vsphere Client

(A Home

e
% Shortcuts

[
se Inventory

5] Content Libraries
& Workload Management

I Global Inventory Lists

[R Policies and Profiles
A Auto Deploy
> Hybrid Cloud Services

| <> Developer Center l'\ex

“_Dwelnper Center_]

‘By Administration

1.Click Menu dropdown

2.Click on Developer Center
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Developer Center - Overview

1.Observe the Overview tab

Overview will provide a summary on tools available for Developers to manage API's that are available. A summary is provided on
options to either Browse our APIs which is achieved with API Explorer or Create Actionable Code using Code Capture.
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API Explorer Intro

1.Click API Explorer

This is where we can browse and invoke some REST API calls against API's available. Once here, there are two options that stand out:

| Select Endpoint dropdown provides control of destination in which API calls are sent to
| Select API dropdown presents a list of different APIs that can be used and exposes their structure, some descriptions of these

APIs are shown in the Overview

Below Select APl we can navigate through the API and details around the different API calls that can be invoked. This lab we will focus
on the vcenter API.
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API Explorer - VM API

Expanding the VM API call provides Methods with a description on what the specific call will achieve.

looking to achieve, we can get different  Methods:

| GET - Retrieve information about a resource from the Endpoint
| POST - Execute Create or Action for a resource on the Endpoint
| DELETE - Delete a resource from the Endpoint

| PATCH - Update resource resource on Endpoint

You will notice that the API Explorer tab also displays the REST APlIs that are deprecated.

Depending on the action you are
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GET Method

1.Expand the GET - /api/lvcenter/lvm which will provide a list of Virtual Machines under the specific.

Looking at the Response Types will be very useful if APl is returning an unexpected response as the Response Code and reason will
help troubleshoot what caused the unexpected result.

Now all thats left is to jump into the fun bit and start invoking some API calls with the Try it out section under each API.
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Try it out

In this lab, we want to list out all the Virtual Machines that exist on the vcsa-0la.corp.local endpoint.

1.Select Endpoint of vcsa-0la.corp.vmbeans.com
2.Select API vcenter from the dropdown

3.Click on cluster

4.Click the GET request for /api/vcenter/cluster

5.Godownto Tryitout
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Execute Action

1.Scroll all the way down until you see the "Execute" button

2.Click the Execute button.

1.You can now click Copy JSON which will copy response to clipboard or  Download which will download the response to local
disk.

2.Using the curl tool we can simulate the same request with the proper parameters being passed. Something to note is the
vmware-api-session-id  which will be passed with the request for authentication to the API.

3.Finally the Response for the request being made

4.Click on the Response hyperlink - VcenterClusterSummary (RegionA01-COMPO01)
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Response

Notice the Response output data displaying the Cluster Details.

Update Virtual Machine Using API Explorer

Now that we are done navigating and using the API Explorer, lets complete an action against one of our Virtual Machines.

In this module, the goal is to modify the memory of Virtual Machine app01la, but to accomplish this, similar steps need to be taken as if
we were to do this in the Ul

1.Find your Virtual Machine

2.Shutdown your Virtual Machine

3. Edit Memory settings of the Virtual Machine

4.Turn on Virtual Machine

5. Verify Memory modification to Virtual Machine
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Get /apilvcenter/vm

1.Click the GET request for /api/vcenter/vm API and scroll down to Try it Out.  Type "app0la" value for the "names" parameter.
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1.Type "app0la" value for the " names" parameter and scroll to the bottom like before and click  Execute
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Response

1.Review the difference in the curl command and how easy it is to apply filters against the API.

2.Click on the Response.

3.Copy the VM Id. In this case: ?6 . This VM id may be different for you.

The main objective is to capture the  "vm" id for this particular Virtual Machine, and we will see why shortly.
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vm/guest/power

Since this is a modification of memory of the Virtual Machine it needs to be shutdown first.

1.Instead of scrolling for the API to power down the Virtual Machine lets search for power in the filter option
2.Select the one listed as vm/guest/power to complete a clean shutdown of the Virtual Machine

3.Select the API call to shutdown the Virtual Machine

HANDS-ON LABS MANUAL | 19



Execute the API call

1.Select Try it out
2.For some API calls there might be a Parameter listed with a note beside it indicating  (required). We can provide the vm id
collected in the previous step (in this case it was vm-5003).

3.Click Execute button

Confirm the API Call

4.You will see a confirmation message as below.  Click on Continue .

HANDS-ON LABS MANUAL | 20



Response Curl

Analyze the curl command, one big difference is the METHOD is changed to a POST as we are performing a shutdown action.
Response code is just a 204 which indicates that the request succeeded

Now let us update the memory allocation on the Virtual Machine!

vm/hardware/memory

1.Search for the memory API Call

2.Select the one for vm/hardware/memory

3.We want to update the memory, so selectthe ~ PATCH API call referencing updates to memory of a Virtual Machine
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Scroll to the Try it out section and right away we see a familiar required field and a new one request_body

1.Fillin the vm id
2.Click VcenterVmHardwareMemoryUpdate { ...}  on the right of request_body to generate a template in JSON format that the

API will understand

Request Body
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1.request_body will include information regarding what will be changed on the Virtual Machine and needs to be in a specific
format. All that is left is to fill out the template with what the modification needs to be.

2.Set the size_MiB to 2048 (in first step Memory was listed as 0)

3.Click Execute

Confirm the API call

1.Click Continue on the confirmation message pop up
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Curl Response

All that is left is to fill out the template with what the modification needs to be.

1.Verify that the Response tab shows Status 204

vm/power

Now power the Virtual Machine back on and verify everything is in order.

1.Search for vm/power in the filter option on the top right side
2.Select vm/power

3.Look for the API Call to start (power on) a Virtual Machine and expand the POST API
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1.Scroll to the Try it Out section
2.Fillin vm id

3.Click Execute button

Confirm the API Call

1.Confirm the action by clicking on  Continue
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Response

1.You should see response of 204 indicating the APl was successfully executed

Let us verify via API that the memory is updated on the virtual machine

VM

1.Search for VM

2.Select VM

3.Select GET /api/vcenter/ivm
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Try it out

1.Click on Try it out

2.Since we have the vm id we can filter for this in vms or enter the name of the vm in  names
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Execute API Call

1.Scroll to the bottom and click Execute

2.Expand the Response and verify that that vm reflects the increased memory size.

We have gone through various APIs that can be used to perform action on virtual machines. We have now reached the end of this
module.

Before starting the next module, you may want to look around and become more familiar with the API explorer
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Module 2 - Python and the vSphere Automation API (30 minutes) Basic

Introduction

In this module, you will learn how to work with Python and vSphere API.

If you have not already reviewed the Lab Introduction, it contains details about text entry, multiple language support and on-screen
keyboard configuration. If desired, you can click here to review this information again.

This Module contains the following lessons:

| Exploring the Python SDK Directory Structure  : In this lesson you will explore and learn about the contents of the Python SDK
directory.
| Managing Virtual Machine using Python and vSphere Automation API : Learn how to automate Virtual Machine management

using Python and vSphere Automation API.
The vSphere Automation SDKs contain sample applications and API reference documentation for the vSphere services that are
accessible via the vSphere Automation API endpoint. The vSphere Automation SDKs also provide sample code that demonstrates how
you can establish a secure connection with the vSphere Automation API endpoint and access the available vSphere services for working
with vSphere objects.

vSphere Automation SDKs support two programming languages - python and java for developing client applications for managing
components in your virtual environment by accessing the vSphere Automation API services.

Prepare the Lab

Before starting the lab, we want to clean up the lab for a better experience

Open the Lab Prep Folder

Lab Prep

1.0pen the Lab Prep folder in your Desktop
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Fa

Mame

F5] Lab-Prep-1-SRM
) Lab-Prep-2-VSAN

I T | Lab-Prep-3-vSphereCore o

‘72l Lab-Prep-4-Performance

1.Run the Lab-Prep-3-vSphereCore script.

Lab is Ready

EX Administrator: C:\Program Files\PowerShell\7\pwsh.exe

Beginning HOL-2409-SDC-1 Module 3 START @ ©7/05/2023 14:12:00

07/05/2023 14:14:19 Finished. Runtime was 2 minutes.
Press Enter to continue...:

Once the script finishes, you will see something similar to what's in the picture.

Installing vSphere Automation Python SDK

In this module we will explore installation of the vSphere Automation Python SDK
Overview of Environment

To get started it is recommended to have the most up to date version of Python installed along with pip to install the software packages.
This module will be using a version of Python3 that has been installed on the Windows host.
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1.0pen Command Prompt

Python Version

2. To check if Python is installed on machine and its version, execute the command:

9B=287 ?/;<387

PIP Version

1. Software packages will be installed using  pip. Enter the following command:

939 ?/;<387
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Download and Install Python SDK

In the case of this environment, the SDK is already installed. We dont have reachability to external sites from the windows host . So the
following commands won't work but just for reference, we can go through the commands:

Install using GIT

939 37<=+55 >91;+./ 939 </=>9=885<
939 37<=+55 >91;+./13=2==9< 13=2>, -86 ?6@+;/ ?<92/;/ +>=86+=387 <.4 9B=287 13=

Or in the case where GIT isn't installed on your machine.

1.Download from Github: https://github.com/vmware/vsphere-automation-sdk-python or https://developer.vmware.com/web/
sdk/8.0/vsphere-automation-python

2.Unzip Contents (contents in this environment are located at C:\labfiles\HOL-2409\vsphere-automation-sdk-python-master)

Install Using Local Path

939 37<=+55 >91;+./ 939 </=>9=885<
939 37<=+55 >91;+./ (5+,D5/<( (?<92/;/ +>=86+=387 <.4 9B=287 6+<=/;
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Validate the Installed SDKs

1.To validate installed SDKs and any other required software packages, enter the following command:

939 53<=
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Using Python and vSphere Automation API

In this module, we use the python interactive console to illustrate the usage of Python with vSphere API. The vSphere Python API
allows for Virtual Machine creation, modification and deletion via a consistent set of developer and automation tooling. This allows for
consistent interaction with the API via the tools which make sense to the developer community or someone automating VMware
products.

Launch Python Interactive Console and Load SDK

1.0pen Windows Command Prompt on taskbar

Open Python
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1. Enter the Python Interactive Console by typing in python and hitting enter
9B=287

2.Import the function that will act as a client to send request to the vCenter API endpoint
0;86 ?6@+;/ ?+93 ?<92/;/ -53/7=3698;= -;/+=/*?<92/;/*-53/7=

3.Import modules to modify default variables for validation of the certificate. (necessary for cases when certificate is self signed

or can't be validated)

3698;=;/:>/<=<
3698;=>;553,
4. Disable certificate verification when establishing client connection to vCenter API endpoint. In this lab self signed certs are

used so this is required.

<[/<<387 :/:>/<=<</<<387
</<<387 ?/;30B +5</

5. Disable warning outputs indicating certificate is insecure.

>553, .3<+,5*@+;7371< >;553, /A-/9=387< 7</->;/\l:>/<=&+;7371

Create Connection to vCenter Server API Endpoint

1.Create vCenter Connection to  vcsa-0la.corp.vmbeans.com

?<92/;/*-53/7= -;[+=*?<92/;/*-53/7=<[;?[; ?-<+ +-8;9 ?6,/+7<-86 ></;7+6/ +.6373<=;+=8; ?<92/;/58-+5 9+<<@8;. % @+;/ <I<

List vCenter Inventories

Now that your connected to the vCenter endpoint, lets dive into pulling some Inventory objects.
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Obtain summary details of VirtualMachines using  list() function and print:
?653<= ?<92/,/*-53/7=?-/7=]; % 53<=
9;37=?653<=
The print statement is against the vmlist variable and presents Python type list
A list in Python is an ordered collection of items which is written with square brackets.
Example: ['datacenter’, ‘cluster’, 'virtualmachine' ]

Now that we have obtained this data from vCenter, what does it mean?

Well, we can count the number of items found inside our variable, which will tell us number of Virtual Machines found:
5/7 ?653<=
len() is a Python function that will return number of items in an object. In the above example we count the number of list objects.

We now know we know the number of items in our variable, but maybe we just want to look at them one at a time.
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Print (VMlist)

1. Asit's an ordered list we can look into them sequentially, but it's Important to note that first item in a list starts at index 0.
9;37=?7653<=")
9;37=?7653<=")

2. Looking inside the list presents a Python dictionary where we can reference a key to obtain a value, in this case referencing the
power_state key which will output the value associated to it.

9;37=?7653<=") 98@/;*<=+=/
A dictionary in python is a unordered collection of key/value pairs which are enclosed in curly brackets.
Example: {'country": 'Canada’, 'population’: '37.59M" }

Lets build a simple report with what we have so far!

For Loop
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In this example we will use a for loop that will loop through each index in the  list of Virtual Machines.

1.Run the following command:

08; ?6 37 7653<=
9;37= +6/ < ?6 < "=+=/ < 7?67+6/ 76?6 ?6 98@/;*<=+=/

2.Hit enter twice to run the command

A for loop is used to iterate over item in an object. In the example above our objectis a list, so it will loop through each index.

Inventories in vCenter

Alternatively we can look into other inventories in vCenter with a slight modification to the code:

Datacenter
-53<= ?<92/;/*-53/7=?-[7=/; +=+-[7=]; 53<=
9;37= .-53<=

Cluster
-5><=/;53<= ?<92/;/*-53/7=?-/7=/; 5><=/;53<=
9;37=-5><=/;53<=

Datastore

.<53<= ?<92/;/*-53/7=?-/7=/; +=+<=8;/ 53<=

9;37= .<53<=
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In vSphere there is an Identifier called the Managed Object Reference ID or MoRef ID. A MoRef ID is generated for different objects
created in vCenter and is unique to the vCenter instance.

A MoRef ID is constructed as <object-type>-<counter> an example being vm-10, where object type is vm(Virtual Machine) and counter
is 10.

The MoRef ID is required in some functions to better uniquely identify the inventory object.

Some examples of MoRef ID:
| vm=vm-2003
| datacenter=datacenter-1001

| cluster=domain-c1006

| datastore=datastore-1017

List vCenter Inventories with FilterSpec

Just collecting all information can at times be overwhelming as the number of inventory objects grow, and this large list will require
extra code if the goal is to only get information for one inventory item. Lets look at the VM inventory to see how to apply a filter.

1. Firstimport the VM class which contains different methods for managing lifecycle of Virtual Machines.
0;86 -86 ?6@+;/ ?-/7=/;*-53/7=3698;= %

2. With FilterSpec we can use specific filters to narrow down what we are looking for.
?6D5=/;<9/- ?<92/;/*-53/7=?-7=I; % 53<=% 35=/;"9/- 7+6/<</="+99 +)
9;37=?6D5=/;

Different Inventories will have different filters, to determine what filters are available the API Explorer discussed in Module01 can be
used.

Using these filters, lets build another report for specific Virtual Machines and get some VMTools information!
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Import the Tools Class

1. Import the Tools class to allow use of functions relating to VMTools such as collection state and lifecycle
0;86 -86 ?6@+;/ ?-/7=/; ?6*-53/7= 3698;= #885<
2. Obtain a list of Virtual Machines and in the filter we will specify multiple Virtual Machine name filter
?6D5=/; ?<92/;/*-53/7=?-[7=/; % 53<=% 35=/;"9/- 7+6/<</="'+99 + -8;/ )
3. Loop through the Virtual Machines and acquire VMTools information.
08; ?6*3708 37 ?6D5=/;
?6=885< ?<92/;/*-53/7= ?-/7=/; ?6 #885< 1/= ?6*3708 ?6
9;37= +6/ < % #885< < % #885<*%/;<387 < ?6*3708 7+6/ ?6=885< ;>7*<=+=/ ?6=885< ?/;<387

4.Press enter twice after dragging the code to the Python window

One important piece to note is the  Tools.get() function uses the MoRef ID of the Virtual Machine, which was passed by referencing the
key value of vm.

vCenter VM Hardware Update

A common operation that usually requires quite a bit of click is to increase memory, cpu or modify settings of a Virtual Machine.

We will be updating settings, so we will need to import functions for Memory and CPU
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0;86 -86 ?6@+;/ ?-/7=/; 76 2+;.@+,/*-53/7= 3698;= /68;B

0;86 -86 ?6@+;/ ?-/7=/, ?6 2+,.@+,/*-53/7= 3698;= 9>

Template-0la

The Virtual Machine we will focus onis template-0la and we can see a summary of information. ~ But most importantly we will need the
MoRef ID for the Virtual Machine, which in this caseis ~ vm-27004

?6</+;-2 ?<92/;/*-53/7=?-IT=/; % 53<=% 35=/;"9/- 7+6/< </="'=/695+=/ +)

9;37= ?6</+;-2

Increase the CPU

First lets build a process to update increase the CPU:

1. Collect current CPU settings with information
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-9>*3708 ?<92/,/*-53/7=?-/7=/; ?6 2+,.@+,;/ 9> 1/= ?6</+;-2') 76
9;37=-9>*3708

2. Use the UpdateSpec() function to create a template that will contain what will be updated. In this example we are updating the
number of CPUs.

>9.+=/*<9/- 9> $9.+=/"9/- -8>7=
9;37=>9.+=/*<9/-
3. Send update request providing the VM MoRef ID and update_spec template
?<92/;/*-53[7=?-[7=/; ?6 2+;.@+;/ 9> >9.+=/ ?6</+;-2') ?6 >9.+=/*<9/-
4. Collect CPU settings against and verify update was pushed
-9>*3708 ?<92/;/*-53/7=?-/7=/; ?6 2+;.@+;/ 9> 1/= ?6</+;-2') ?6

9;37=-9>*3708

Increase the Amount of Memory

This next example we want to double the amount of Memory on a Virtual Machine and also enable Hot Add Setting.
1. Collect current memory configuration

6/6*3708 7?<92/;/*-53/7=?-I7=/; ?6 2+,.@+;/ /68;B 1/= ?6</+;-2"') ?6

9;37=6/6*3708
2. Calculate what double the current allocated memory is

6/6*<3C/ 6/6*3708 <3C/*63,

3. Build out the UpdateSpec template for Memory to update allocated memory and enable the Hot Add setting.
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>9.+=/*<9/- /68;B $9.+=/"9/- <3C/*63, 6/6*<3C/ 28=*+..*/7+5/. #;>/
4. Apply the new configuration
?<92/;/*-53[7=?-I7=/; ?6 2+;,.@+;/ /68;B >9.+=/ ?6</+;-2") ?6 >9.+=/*<9/-
5. Verify the updated settings were applied
6/6*3708 ?<92/;/*-53/7="?-/7=/; 7?6 2+;,.@+;/ /68;B 1/= ?6</+;-2") ?6
9;37=6/6*3708
When you are finished with the Python command window, enter the below command:
/A3=

We've had an opportunity to scrape the surface of the vSphere SDK, but there are many more modules/functions that can be leveraged
to create further automation in your VMware environment.

To find more information about the API's you can use the API Explorer from the first Module or refer to VMware documentation:

| GitHub Repo: https://github.com/vmware/vsphere-automation-sdk-python

| Code VMware: https://developer.vmware.com/web/sdk/8.0/vsphere-automation-python

vSphere SDK Samples

Lastly, if the GIT repo is downloaded there are many example Python scripts that can help guide users or provide examples how to use
different modules.

1.Open File Explorer
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Open the VM Folder

1.0pen vm folder inside the vsphere-automation-sdk-python-master obtained from Github.

(5+,D5/<(  (?<92/; +>=86+=387 <.4 9B=287 6+<=/;(<+695/<(?<92//(?-17=1;(?6

There are many python script samples here around managing Virtual Machines. In this folder there are samples for delete, placement,
power but we also see folders:

| create: VM creation examples
| guest: manage and obtain guest VM details

| hardware: examples for managing VM hardware

Lets take a look at one of the Samples!
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Open Command Prompt

1.0pen Command Prompt

Navigate to VM Folder

1.Navigate to the vm folder

-. (5+D5I<(  (?<92/;/ +>=86+=387 <.4 9B=287 6+<=/;(<+695/<(?<92/;/(?-17=/;(?6
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Run the Python Scripts

1. Running the scripts without any parameters will provide some information on how to use the script
9B=287 53<=*?76< 9B

2. Similar to using the Python Interactive Console, we need to provide credentials, and once provided we see something very familiar
9B=287 53<=*?6< 9B < ?-<+ +-8;9 76,/+7<-86 > +.6373<=;+=8; ?<92/;/ 58-+5 9% @+;/ ?

Recommend spending more time looking through the samples, and also to note this folder is focused on vm lifecycle, there are other
Samples included. Just look to the root samples folder, in our case it would be as follows:

(5+,D5/<(  (?<92/; +>=86+=387 <.4 9B=287 6+<=/;(<+695/<
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Module 3 - REST API Modernization (15 minutes) Basic

Introduction

VMware introduced the REST APIs with the release of vSphere 6.0. Since then, the API coverage has been expanded by introducing
new REST APIs for vSphere. All REST APIs from 6.0 to 6.7 were served under /rest and referred to as old REST APIs.

With the release of vSphere 7 Update 2, VMware announces the deprecation of old REST APIs. These are now replaced with the new
REST /api.

There is no immediate impact however, itis recommended to replace old REST APIs with new REST APIs

Deprecated APIs

We can now get the list of deprecated APIs via vCenter Ul. You can go to the developer Center and check out for deprecated
labels against respective APIs. You can toggle in between new and deprecated APIs labels to get the respective APIs information.

To go to Developer Center, follow the instructions below. If you are already in the Developer Center tab in vCenter Server, browse the
API Explorer and take a look at the column depicting API being current or deprecated.

REST API Modernization

1.Launch Firefox by clicking the "Firefox" icon on the desktop.
Log into RegionA vCenter

1.Click on RegionA folder in Firefox Bookmark toolbar
2.Select vcsa-01a Web Client link

3.Type administrator@vsphere.local for the username field
4.Use password VMwarel!

5.Click Login
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Login
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Developer Center

1.Click Menu dropdown

2.Click on Developer Center
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API Explorer

1.Click API Explorer
2.Select vcsa-0la.corp.vmbeans.com as the Endpoint.

3.Select vcenter as the API.

Expand vm

1.Expand VM

2.0bserve the Deprecated / current toggle which shows the APIs that are current and the ones which are deprecated.

3. Notice that the current APl is  /apilvcenter/vm
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Deprecated/Current Toggle

1.Click on th e Deprecated / Current toggle and observe the change in the API.

2.0bserve the warning message on the implication of using the API

3. Notice that the deprecated API is now  /rest/vcenter/vm
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Benefits of having New APIs

Simple JSON representation:

New REST APIs render maps as simple JSON objects.  Responses from the new REST APIs benefit RFC 8259 and deliver only

the semantically important JSON payload without the value wrapper that was needed in the older APIs.

No Spec Wrapper:

The new REST APIs provide cleaner JSON request body syntax without unnecessary levels of indirection. Specifically, the
extra "spec" object seen in many of the old REST APIs has been removed.

Consistent Error representation:

While consuming the REST APIs, you can potentially get errors either from the core infrastructure or from the API execution
engine. In the past, it was difficult to handle the error response as the response schema would differ based on the source of

the error.

With the new REST APIs, You now get a single error schema irrespective of the source of an error.
URL improvements:
With the new REST APIs, query parameters are simple non-hierarchical names and there is no need to provide indices for

array parameters.

Conclusion

The new REST APIs have a simplified schema and improved presentation layer, which enhances the developer experience.

more information about vCenter APIs , click here: https://developer.vmware.com/apis/vsphere-automation/latest/vcenter/
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Appendix - New User Guide

Hands-on Labs Interface

Welcome to Hands-on Labs! This overview of the interface and features will help you to get started quickly. Click next in the manual to
explore the Main Console or use the Table of Contents to return to the Lab Overview page or another module.

Location of the Main Console

1.The area in the large RED box contains the Main Console. ~ The Lab Manual is on the tab to the right of the Main Console.

2.Your lab starts with a timer.  The lab cannot be saved and will end when the timer expires. Click the EXTEND button to

increase the time allowed. The amount of time you can extend will depend on the lab.

Alternate Methods of Keyboard Data Entry

In this lab you will input text into the Main Console. Besides directly typing in the console, two alternate methods make it easier to enter
complex data.
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Click and Drag Lab Manual Content Into Console Active Window

https://www.youtube.com/watch?v=xS07n6GzGuo

You can click and drag text and Command Line Interface (CLI) commands directly from the Lab Manual into the active window in the
Main Console.

Accessing the Online International Keyboard

You can also use the Online International Keyboard found in the Main Console.

1.Click on the keyboard icon found on the Windows Quick Launch Task Bar.
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Click once in active console window

For example, to enter the "@" sign used in email addresses you can use the Online Keyboard. The "@" sign is Shift-2 on US keyboard
layouts.

1.Click once in the active console window.

2.Click on the Shift key.

Click on the @ key
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1.Click on the " @" key.

Notice the @ sign entered in the active console window.

Return to Lab Guidance

Use the Table of Contents to return to the Lab Overview page or another module.
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