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Lab Overview - HOL-2446-03-HCI - VMware Aria Suite | Cloud-Ops-Model in VMware CloudLab Overview - HOL-2446-03-HCI - VMware Aria Suite | Cloud-Ops-Model in VMware Cloud
FoundationFoundation

[2][2]Lab Guidance & OverviewLab Guidance & Overview

Note: It may take more than 90 minutes to complete this lab however, you may take this lab as many times as you want. The modulesNote: It may take more than 90 minutes to complete this lab however, you may take this lab as many times as you want. The modules
are independent of each other so you can start at the beginning of any module and proceed from there. Use the Table of Contents toare independent of each other so you can start at the beginning of any module and proceed from there. Use the Table of Contents to
access any module in the lab.access any module in the lab. The Table of Contents can be accessed in the upper right-hand corner of the Lab Manual.The Table of Contents can be accessed in the upper right-hand corner of the Lab Manual.

Lab Module List:

�l Module 1 - Deploying applications to a pre-existing NSX networkModule 1 - Deploying applications to a pre-existing NSX network (45 minutes) (Intermediate) In this module, we show how to

use Aria Automation Assembler to deploy an OpenCart instance to pre-defined NSX networks configured on the Cloud

Foundation management domain.

�l Module 2 - Deploying applications to an on-demand NSX networkModule 2 - Deploying applications to an on-demand NSX network (45 minutes) (Intermediate) In this module, we use Aria

Automation Assembler to dynamically deploy software-defined networking objects inside VMware Cloud Foundation's NSX

implementation as part of an application deployment using Aria Automation Assembler.

Lab Captains:Lab Captains:

�l Chris Horning - Staff Technical Adoption Manager, USA

�l Jeff Wong - Staff Advanced Customer Engagement Architect, USA

�l Kevin Tebear - Staff Technical Marketing Architect, USA

This lab manual can be downloaded from the Hands-on Labs document site found here:

http://docs.hol.vmware.comhttp://docs.hol.vmware.com

This lab may be available in other languages. To set your language preference and view a localized manual deployed with your lab,
utilize this document to guide you through the process:

http://docs.hol.vmware.com/announcements/nee-default-language.pdfhttp://docs.hol.vmware.com/announcements/nee-default-language.pdf

[3][3]CredentialsCredentials
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The following is a summary of the credentials used for this lab. For your convenience, links to the management interfaces are located in
the bookmark bar of Google Chrome shown in the image.

Additional credentials for components not listed below may be found in the README.txtREADME.txt file located on the desktop of the Main
Console.

�l SDDC ManagerSDDC Manager

�üUsername: administrator@vsphere.local

�üPassword: VMware123!

�l SDDC Manager as Sam JonesSDDC Manager as Sam Jones

�üUsername: sam@vcf.sddc.lab

�üPassword: VMware123!

�l SDDC Manager as Alex FosterSDDC Manager as Alex Foster

�üUsername: alex@vcf.sddc.lab

�üPassword: VMware123!

�l vCenter Server Admin ConsolevCenter Server Admin Console

�üUsername: root

�üPassword: VMware123!

�l vSphere Web ClientvSphere Web Client

�üUsername: administrator@vsphere.local

�üPassword: VMware123!

�l VMware NSX ManagerVMware NSX Manager

�üUsername: admin

�üPassword NSX-T: VMware123!VMware123!

�l vRealize Operations ManagervRealize Operations Manager

�üUsername: admin

�üPassword: VMware123!

�l vRealize Lifecycle ManagervRealize Lifecycle Manager

�üUsername: admin@local

�üPassword: VMware123!

�l vRealize Automation Cloud AssemblyvRealize Automation Cloud Assembly

�üUsername: configadmin

�üPassword: VMware123!

�l Windows Console (Jump Host)Windows Console (Jump Host)

�üUsername: administrator

�üPassword: VMware1!

�l Opencart Apache and MqSQL VM'sOpencart Apache and MqSQL VM's

�üUsername: ocuser
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�üPassword: VMware123!

[4][4]First time using Hands-on Labs?First time using Hands-on Labs?

Welcome!

1. If this is your first time taking a lab navigate to the Appendix in the Table of Contents to review the interface and features

before proceeding. For returning users, feel free to start your lab by clicking next in the manual.
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[5][5]You are ready....is your lab?You are ready....is your lab?

Please verify that your lab has finished all the startup routines and is ready for you to start. If you see anything other than "Ready",
please wait a few minutes. If after 5 minutes your lab has not changed to "Ready", please ask for assistance.

[6][6]Lab DescriptionLab Description

This session introduces the consumption of a VCF-based VMware Cloud using Aria Automation Cloud Assembler. Participants will gain
experience with Aria Automation Cloud Assembler to deploy application workloads onto preconfigured NSX Segments and firewall
policies
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Module 1 - Deploying Applications to a Pre-Existing NSX Network (45 minutes) IntermediateModule 1 - Deploying Applications to a Pre-Existing NSX Network (45 minutes) Intermediate

[8][8]Module OverviewModule Overview

It is anticipated that this module will take approximately 45 minutes to complete.

In this lab, we show how to use Aria Automation Assembler to deploy an OpenCart instance to pre-defined NSX networks configured
on the Cloud Foundation management domain.

This module consists of the following exercises:

�l Creating NSX Segments with DHCP services, and connect to OC-T1 Tier-1 router

�l Creating an Assembler Network Profile for OC-DB-Auto-Seg

�l Creating an Assembler Network Profile for OC-Web-Auto-Seg

�l Reviewing an Assembler Cloud Template

�l Deploying OpenCart from Cloud Template

�l Reviewing a Provisioning Diagram

�l Reviewing a Deployed Application

�l Deleting a Deployed Application

[9][9]Create an NSX Segment and DHCP ServerCreate an NSX Segment and DHCP Server

In this exercise, we will create two new NSX segments to host the OpenCart web and database servers. Each segment will use a /24
subnet and reserve a part of the address space for Aria Automation deployed services like load balancers and the remainder for DHCP
boot of hosts.
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[10][10]Initial Console CheckInitial Console Check

1.Please ensure that the Lab Status is green and says ÷1Ready÷2.

2.After you have verified that the lab is ready, please launch Google Chrome using the shortcut on the desktop.

HOL-2446-03-HCI: VMware Aria Suite | Cloud-Ops-Model in VMware Cloud Foundation

H A N D S - O N  L A B S  M A N U A L  |  8



[11][11]Log into the NSX ConsoleLog into the NSX Console

1.Click on the Management NSXManagement NSX shortcut link

2.Log in to NSX Manager with

�üUsername: adminadmin

�üPassword: VMware123!VMware123!VMware123!VMware123!

3.Click the LOG INLOG IN button
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[12][12]Explore Network TopologyExplore Network Topology
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From the NSX Manager, start by exploring the existing configuration

1.Click the NetworkingNetworking tab

2.Click on Network TopologyNetwork Topology (left column)

Within the topology view, you should see the OC-Auto-T1OC-Auto-T1 router with only 1 segment below it, you may need to zoom in to see the Tier 1
names. We are going to add more segments to this Tier-1 router for use by Aria Automation Assembler. The next steps will create the
following networks:

OC-DB-Auto-Seg

�l 10.1.3.0/24

�l Gateway 10.1.3.1/24

�l DHCP Server 10.1.3.254

�l DHCP Range 10.1.3.100-10.1.3.253

�l VRA Address space 10.1.3.2-10.1.3.99

OC-Web-Auto-Seg

�l 10.3.4.0/24

�l Gateway 10.1.4.1/24

�l DHCP Server 10.1.4.254

�l DHCP Range 10.1.4.100-10.1.4.253

�l VRA Address space 10.1.4.2-10.1.4.99

[13][13]Add Network SegmentAdd Network Segment

HOL-2446-03-HCI: VMware Aria Suite | Cloud-Ops-Model in VMware Cloud Foundation

H A N D S - O N  L A B S  M A N U A L  |  1 1



From the NSX Manager, start by creating a new software-defined network and assigning the IP subnet 10.1.3.0/24.

1.Click on SegmentsSegments (left column)

2.Click the ADD SEGMENTADD SEGMENT button

3.Fill in the Segment Name field with: OC-DB-Auto-SegOC-DB-Auto-Seg

4.For the Connected Gateway Tier 1 select: OC-Auto-T1 | Tier1OC-Auto-T1 | Tier1

5.For the Transport Zone select: mgmt-domain-tz-overlay01 | Overlaymgmt-domain-tz-overlay01 | Overlay

6.Fill in the Gateway CIDR IPv4 field with: 10.1.3.1/2410.1.3.1/24

7.Click on SET DHCP CONFIGSET DHCP CONFIG button

[14][14]Configure the DHCP ServerConfigure the DHCP Server
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Enter the following values:

1.Set DHCP Type to Segment DHCP ServerSegment DHCP Server

2.Set DHCP Profile to the only option starting with DHCP.....DHCP.....

3.Fill in the DHCP Server Address field with: 10.1.3.254/2410.1.3.254/24

4.Fill in the DHCP Ranges with: 10.1.3.100-10.1.3.25310.1.3.100-10.1.3.253

5.Fill in the DNS Server field to: 10.0.0.210.0.0.2

6.Click on the APPLYAPPLY button

[15][15]Save the Segment SettingsSave the Segment Settings

1.Scroll downScroll down and cclick on the SAVESAVE button

1.Click on NONO when asked if you want to continue editing this segment.
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[16][16]Review the new SegmentReview the new Segment

Observe that a new segment with the name ÷1OC-DB-Auto-Seg÷2 has been created.

1.Click the View Topology IconView Topology Icon next to OC-DB-Auto-Seg
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[17][17]Topology ViewTopology View

The topology view shows the new segment with its network path for routing out to the external network.

1.Click on the XX to close the Topology View
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[18][18]Add Network SegmentAdd Network Segment

From the NSX Manager, start by creating a new software-defined network and assigning the IP subnet 10.1.4.0/24.

1.Click on SegmentsSegments (left column)

2.Click the ADD SEGMENTADD SEGMENT button

3.Fill in the Segment Name field with: OC-Web-Auto-SegOC-Web-Auto-Seg

4. In the Connected Gateway Tier 1 field select: OC-Auto-T1 | Tier1OC-Auto-T1 | Tier1

5. In the Transport Zone field select: mgmt-domain-tz-overlay01 | Overlaymgmt-domain-tz-overlay01 | Overlay

6.Fill the the Gateway CIDR IPv4 field with: 10.1.4.1/2410.1.4.1/24

7.Click on the SET DHCP CONFIGSET DHCP CONFIG button
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[19][19]Configure DHCP ServerConfigure DHCP Server

Enter the following values:

1.Set DHCP Type to Segment DHCP ServerSegment DHCP Server

2.Set the DHCP ProfileDHCP Profile to the only option starting with DHCP.....DHCP.....

3.Fill in the DHCP Server AddressDHCP Server Address field with: 10.1.4.254/2410.1.4.254/24

4.Fill in the D HCP RangesHCP Ranges field with: 10.1.4.100-10.1.4.25310.1.4.100-10.1.4.253

5.Fill in the DNS ServerDNS Server field with: 10.0.0.210.0.0.2

6.Click on the APPLYAPPLY button
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[20][20]Save the Segment SettingsSave the Segment Settings

1.Scroll downScroll down and click on the SAVESAVE button

1.Click on NONO when asked if you want to continue editing this segment.
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[21][21]Review Network TopologyReview Network Topology

1.Click on Network TopologyNetwork Topology

2.Click the Zoom InZoom In button multiple times

[22][22]View Segment ServicesView Segment Services

Your topology should look like the following view.
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1. If you hover your mouse over where it says "1 Service" on OC-DB-Auto-Seg, you will see that it shows DHCP service. This is

the DHCP server we configured in the previous steps.

[23][23]Create the Assembler Network ProfileCreate the Assembler Network Profile

In this exercise we will configure a new Network Profile in Aria Automation Assembler for the OC-DB-Auto-Seg segment and associated
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DHCP Server that was created earlier.

For purposes of the lab, the prerequisite steps of adding a VMware Cloud Foundation Cloud Account to Aria Automation, and creating
the associated Project, Cloud Zones, and Image and Flavor mappings have already been accomplished. Feel free to click through the
configuration and review these settings. However, be careful to not make any changes.

[24][24]Browse to Aria AutomationBrowse to Aria Automation

1.Click ++ in the Chrome browser to open a new window

2.Click the Aria SuiteAria Suite bookmark folder

3.Click on Aria AutomationAria Automation

Note: you may be presented with the self signed certificate and will need to accept to proceed
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[25][25]Launch the login pageLaunch the login page

1.Click the GO TO LOGIN PAGEGO TO LOGIN PAGE button
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[26][26]Login Using Workspace OneLogin Using Workspace One

Note: Workspace ONEWorkspace ONE is used for authentication with Aria Automation.

Login with:

1. In the Username field enter: configadminconfigadmin

2. In the Password field enter: VMware123!VMware123!

3.Click the Sign inSign in Button
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[27][27]Navigate to AssemblerNavigate to Assembler

1.Click on the AssemblerAssembler tile

Aria Automation Assembler allows cloud administrators to define application workloads, using cloud templates, which can be deployed
across different VMware Clouds.
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[28][28]Create a Network ProfileCreate a Network Profile
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Begin by creating a Network Policy for the OC-DB-Auto-Seg NSX Segment that was created in the previous exercises.

1.Click the InfrastructureInfrastructure tab

2.Click Network ProfilesNetwork Profiles (left column)

3.Click + NEW NETWORK PROFILE+ NEW NETWORK PROFILE

[29][29]New Network ProfileNew Network Profile
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On the Summary page, enter the following values:

1.Account / Region, from the drop down select: HOL-Site-1-Mgmt / mgmt-datacenterHOL-Site-1-Mgmt / mgmt-datacenter

2. In the Name field enter: OC-DB-Auto-SegOC-DB-Auto-Seg

3. In the Compatibility tags field enter: oc-fixed-network:oc-dboc-fixed-network:oc-db

[30][30]New Network Profile - NetworksNew Network Profile - Networks

Next, we assign the network that will be used with this Network Profile.

1.Click the NetworksNetworks tab

2.Click the + ADD NETWORK+ ADD NETWORK button
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[31][31]Add NetworkAdd Network

1.Select the OC-DB-Auto-SegOC-DB-Auto-Seg

Note: You may need to scroll down in the list

2.Click on the ADDADD button
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[32][32]Manage IP RangesManage IP Ranges

1.Click on the MANAGE IP RANGESMANAGE IP RANGES button

Next, we assign a range of IP addresses that Cloud Assembly can use when deploying network services (such as a virtual server on the
load balancer).
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[33][33]Add New IP RangeAdd New IP Range

1. Click the + NEW IP RANGE+ NEW IP RANGE button
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[34][34]New IP RangeNew IP Range

1.For the Source select: InternalInternal

2. In the Name field enter: OC-DB-Auto-IPOC-DB-Auto-IP

3. In the Start IP Address field enter: 10.1.3.210.1.3.2

4. In the End IP Address field enter: 10.1.3.9910.1.3.99

5.Click the ADDADD button
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[35][35]Complete IP Range ConfigurationComplete IP Range Configuration

Verify the creation of the IP range by making sure the network field is not blank.

1.Click CLOSECLOSE

Note: In the first section we created a DHCP server inside NSX and assigned it the IP address range 10.1.3.100 - 10.1.3.253. This range
represents the IPs that will be assigned to the VMs that get deployed on the OC-DB-Auto-Seg segment. Here we are assigning a
different IP range (10.1.3.2 - 10.1.3.99) to Aria Automation Assembler. This range represents the IPs that Assembler will assign to NSX
services that get created as part of the cloud template deployments. For example, IPs in this range will be assigned to any virtual
servers created on the NSX load balancer.

Next, we identify the associated Edge Cluster for the network along with its Tier 0 gateway router.
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[36][36]Network PoliciesNetwork Policies

1.Click the Network PoliciesNetwork Policies tab

2.Set Tier-0 logical router to: mgmt-edge-cluster-t0-gw01mgmt-edge-cluster-t0-gw01

3.Set Edge cluster to: mgmt-edge-clustermgmt-edge-cluster
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[37][37]Security GroupsSecurity Groups

1.Click on the Security GroupsSecurity Groups tab

2.Click on the + ADD SECURITY GROUP+ ADD SECURITY GROUP button

[38][38]Select the Security GroupSelect the Security Group
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1.Select the OC-DB-Auto-GrpOC-DB-Auto-Grp

2.Click on the ADDADD button

[39][39]Complete Network Profile creationComplete Network Profile creation

1.Click CREATECREATE
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[40][40]Review Network ProfileReview Network Profile

The Network Profile is created. With the network and related services created inside NSX, and the network profile defined in Cloud
Assembly we are ready to deploy application workloads. To do this we will use a Cloud Template.
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[41][41]Create the OC-Web-Auto-Seg Network ProfileCreate the OC-Web-Auto-Seg Network Profile

Begin by creating a Network Policy for the OC-Web-Auto-Seg NSX Segment that was created in the previous exercises.

1.Click + NEW NETWORK PROFILE+ NEW NETWORK PROFILE
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[42][42]New Network ProfileNew Network Profile

1.For the Account / Region, from the drop down select: HOL-Site-1-Mgmt / mgmt-datacenterHOL-Site-1-Mgmt / mgmt-datacenter

2. In the Name field enter: OC-Web-Auto-SegOC-Web-Auto-Seg

3. In the Compatibility tags field enter: oc-fixed-network:oc-weboc-fixed-network:oc-web
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[43][43]New Network Profile - NetworksNew Network Profile - Networks

Next, we assign the network that will be used with this Network Profile.

1.Click the NetworksNetworks tab

2.Click on the + ADD NETWORK+ ADD NETWORK button

Next, we assign a range of IP addresses that Assembler can use when deploying network services (such as a virtual server on the load
balancer).
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[44][44]Add NetworkAdd Network

1.Select OC-Web-Auto-SegOC-Web-Auto-Seg

2.Click on the ADDADD button
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[45][45]Manage IP RangesManage IP Ranges

1.Click on the MANAGE IP RANGESMANAGE IP RANGES button
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[46][46]Create New IP RangeCreate New IP Range

1.Click on the + NEW IP RANGE+ NEW IP RANGE button

HOL-2446-03-HCI: VMware Aria Suite | Cloud-Ops-Model in VMware Cloud Foundation

H A N D S - O N  L A B S  M A N U A L  |  4 2



[47][47]New IP RangeNew IP Range

1.For the Source select: InternalInternal

2. In the Name field enter: OC-Web-Auto-IPOC-Web-Auto-IP

3. In the Start IP Address field enter: 10.1.4.210.1.4.2

4. In the End IP Address field enter: 10.1.4.9910.1.4.99

5.Click on the ADDADD button
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[48][48]Complete IP Range ConfigurationComplete IP Range Configuration

Verify the creation of the IP range by making sure the network field is not blank.

1.Click on the CLOSECLOSE button

Note, in the first section we created a DHCP server inside NSX and assigned it the IP address range 10.1.4.100 - 10.1.4.253. This range
represents the IPs that will be assigned to the VMs that get deployed on the OC-Web-Auto-Seg segment. Here we are assigning a
different IP range (10.1.4.2 - 10.1.4.99) to Assembler. This range represents the IPs that Assembler will assign to NSX services that get
created as part of the cloud template deployments. For example, IPs in this range will be assigned to any virtual servers created on the
NSX load balancer.

Next, we identify the associated Edge Cluster for the network along with its Tier 0 gateway router.
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[49][49]Network PoliciesNetwork Policies

1.Click the Network PoliciesNetwork Policies tab

2.Set Tier-0 logical router to: mgmt-edge-cluster-t0-gw01mgmt-edge-cluster-t0-gw01

3.Set Edge cluster to: mgmt-edge-clustermgmt-edge-cluster

HOL-2446-03-HCI: VMware Aria Suite | Cloud-Ops-Model in VMware Cloud Foundation

H A N D S - O N  L A B S  M A N U A L  |  4 5



[50][50]Add a Load BalancerAdd a Load Balancer

1.Click on Load BalancersLoad Balancers tab

2.Click on the + ADD LOAD BALANCER+ ADD LOAD BALANCER button

[51][51]Choose a Load BalancerChoose a Load Balancer
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1.Locate and select the OC-Auto-LBOC-Auto-LB

Note: You may need to scroll down to find it

2.Click on the ADDADD button

[52][52]Security GroupsSecurity Groups

1.Click on the Security GroupsSecurity Groups tab

2.Click on the + ADD SECURITY GROUP+ ADD SECURITY GROUP button
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[53][53]Select the Security GroupSelect the Security Group

1.Select the OC-Web-Auto-GrpOC-Web-Auto-Grp

2.Click on ADDADD button
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[54][54]Complete the Network ProfileComplete the Network Profile

1.Click CREATECREATE
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[55][55]Review Network ProfileReview Network Profile

The Network Profile is created. With the network and related services created inside NSX, and the network profile defined in Assembler
we are ready to deploy application workloads. To do this we will use a Cloud Template.

[56][56]Deploy the Cloud TemplateDeploy the Cloud Template

In the previous exercises, we created a new NSX segment with an associated DHCP. We then added a network profile in Assembler for
this new network. In this exercise, we will use a Cloud Template to deploy an application onto the network.

Note: for purposes of the lab the cloud template has been pre-configured. Feel free to explore the template, however, be careful that
you don÷0t make any changes.
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1.Click on the DesignDesign tab

2.Click on the OpenCart Fixed NetworkOpenCart Fixed Network cloud template
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[57][57]OpenCart Fixed Network TemplateOpenCart Fixed Network Template

The Web Demo template is comprised of five components:

�l Two network resources that connect deployed virtual machines to the correct networks

�l A Cloud NSX Load Balancer which configures the virtual server for this instance of OpenCart on the existing OC-Auto-LB load

balancer specified as part of the template

�l One or more Apache web servers (number of servers set when the user deploys the template)

�l An instance of MySQL for this OpenCart application
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[58][58]Inspecting the Web NetworkInspecting the Web Network

1.Click on the OC-Web-Auto-SegOC-Web-Auto-Seg Network

2.This highlights the relevant part of the YAML file for this cloud template

Note the OC-Web-Auto-Seg resource is looking for an existing network with a capability tag of oc-fixed-network:oc-web.

These are known as ÷1constraints÷2. Assembler needs to find a Network Profile with Capabilities that meet these Constraints

when deploying this template
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[59][59]Inspecting the DB NetworkInspecting the DB Network

1.Click on the OC-DB-Auto-SegOC-DB-Auto-Seg Network

2.This highlights the relevant part of the YAML file for this cloud template. The DB NSX-Network has constraints of oc-fixed-

network:oc-db
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[60][60]Inspecting the Load Balancer requirementsInspecting the Load Balancer requirements

1.Click on the OC-Auto-LBOC-Auto-LB load balancer resource.

2.The load balancer resource will create virtual server resources on the OC-Web-Auto-Seg segment, with members of the

server pool (instances) based on the number of OC-Apache-Auto web servers this template deploys. The load balancer is

configured to listen on Port 80 Protocol and Port), and talk to the backend Apache server on Port 80 (InstanceProtocol and

InstancePort)
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[61][61]Inspect the OC-Apache-Auto resourceInspect the OC-Apache-Auto resource

1.Click on the OC-Apache-AutoOC-Apache-Auto resource

2.This resource creates an Apache server from a basic Ubuntu template using the extensive ÷1Cloud Init÷2 functionality built into

Assembler. Notice this resource uses both Flavor and Image mapping.

The remainder of the Apache resource definition will add needed Linux packages, configure users, and then configure the

Apache Webserver for our OpenCart application

Feel free to review the entire OC-Apache-Auto Cloud.Machine resource definition.
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[62][62]Inspect the MySQL ApplicationInspect the MySQL Application

1.Click on the OC-MySQL-AutoOC-MySQL-Auto resource

2.This resource creates the MySQL database server from a basic Ubuntu template using the extensive ÷1Cloud Init÷2

functionality built into Assembler. Notice this resource uses both Flavor and Image mapping.

For additional info on Cloud Init see https://cloudinit.readthedocs.io/en/latest/

For more information on Aria Automation Assembler see https://docs.vmware.com/en/VMware-Aria-Automation/index.html
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[63][63]Test the TemplateTest the Template

1.Click on the TESTTESTbutton on the main design dashboard

Note: Leave the default Values of small Node Size and medium Front End Cluster Size

2.Click on the TESTTESTbutton
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[64][64]Review the test resultsReview the test results

The test function will evaluate the blueprint against the infrastructure to verify that things are properly configured in the lab. Ensure the
test is successful. If the test fails, work with the lab moderator to resolve any problems. Typical problems at this point are related to the
network profile names and capabilities.

1.Click on the XX to close the test results pop-up
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[65][65]Deploy the Cloud TemplateDeploy the Cloud Template

Deploy the Cloud Template:

1.Click on the DEPLOYDEPLOY button on the main design dashboard

2. In the Enter Deployment Name field enter: OpenCart-Fixed-DemoOpenCart-Fixed-Demo

3.Click on the NEXTNEXT button
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[66][66]Select Deployment SizeSelect Deployment Size

1. In the Node Size field enter: smallsmall

2. In the Front End Cluster Size field enter: mediummedium

3.Click on the DEPLOYDEPLOY button
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[67][67]Monitor the DeploymentMonitor the Deployment

Aria Automation Assembler will deploy the template. This will take approximately ~10 minutes in the lab.

You can monitor the progress from Assembler as well as by connecting to the vSphere Client to watch as the VMs are deployed.

Wait for the deployment to complete.

Note: If the deployment fails, attempt to restart it by navigating to the Deployments tab, and for the failed deployment, select
÷1Update÷2 from the three-dot menu. Contact the lab moderator for assistance.

1.MonitorMonitor the progress as it moves through the 14 tasks.

2.Click on the HistoryHistory tab to see more details about what is happening as it proceeds through deployment
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[68][68]Provisioning DiagramProvisioning Diagram

1.Click on the HistoryHistory tab if you haven't already

2.Click on the Provisioning DiagramProvisioning Diagram hyperlink
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[69][69]Explore the OC-Web-Auto-Seg ProvisioningExplore the OC-Web-Auto-Seg Provisioning

This is the zoomed-out view of the provisioning diagram.

1.The topmost box describes the item to be created. In this case, we are allocating network space from an existing segment

2.The second box shows which project this template is derived from. Access to resources can be controlled with projects

3.The bottom row shows the process Assembler walks through to choose where to allocate this network. In effect, Assembler

chooses the first Network Profile it finds that meets the constraints of the object being provisioned.

�l Network Profile OC-Web-Auto-Seg meets the constraints of this resource

�l The other Network Profile does not meet the constraints and is ineligible
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[70][70]Explore the OC-DB-Auto-Seg Network AllocationExplore the OC-DB-Auto-Seg Network Allocation
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1.Click on the Network AllocationNetwork Allocation step

2.Select the OC-DB-Auto-SegOC-DB-Auto-Seg component

3.Notice how the Network Profile that meets the constraints for OC-DB-Auto-Seg changes

4.Click on CloseClose button twice

[71][71]Explore the Deployed ApplicationExplore the Deployed Application
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1.Click the >> to explore the components of the OpenCart-Fixed DemoOpenCart-Fixed Demo deployment

2.Observe two deployed OC-Apache-Auto-XXX web servers on the 10.1.4.x network, with IP addresses in the range controlled

by NSX for DHCP on the OC-Web-Auto-Seg. (Note: The numeric suffix after the resources name is set by Assembler to keep

resource names unique. This naming mechanism was chosen during the initial Assembler set up in this environment).

3.An OC-MySQL-Auto-XXX resource in the 10.1.3.x network

4.An NSX Load Balancer on the 10.1.4.x network, with IP address in the range controlled by Assembler on the OC-Web-Auto-

Seg

5.Observe this IP address of the load balancer as we will be using it to test our application

Note: The IP address of your load balancer may be different than shown in the above screenshot

[72][72]Connect to Load BalancerConnect to Load Balancer

1.Click ++ in Chrome to open a new web browser tab

2.Enter the IP address of the NSX Load Balancer (http://<iphttp://<ip >>) in the URL field
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[73][73]View Web Servers in vSphereView Web Servers in vSphere
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Click ++ in Chrome to open a new web browser tab

1.Click the Management vCenterManagement vCenter shortcut link

2.Log in with:

�üUsername: administrator@vsphere.localadministrator@vsphere.local

�üPassword: VMware123!VMware123!

3.Click on the LOGINLOGIN button

[74][74]Hosts and Clusters ViewHosts and Clusters View
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1.Navigate to the Hosts and Clusters ViewHosts and Clusters View . Observe the two ÷1OC-Apache-Auto-###÷2 VMs, as well as the single "OC-MySQL-

Auto-###" running in our inventory. These VMs were deployed from Assembler as part of the template.

Note: Due to the nested nature of the lab environment it is common to see vSAN alerts/alarms in the vSphere Client. These

can be ignored in the lab.

2.Click OC-Apache-Auto-###OC-Apache-Auto-### to select one of the VMs

3.Note the following:

�l CPU and Memory sizes match ÷1Flavor = Small÷2 from the Assembler Flavor Mapping. You can inspect Flavor Mapping in

Assembler by navigating to Assembler>Infrastructure (top bar)> Configure>Flavor Mappings (left bar), and then clicking on

small

�l The VM is connected to OC-Web-Auto-Seg based on the OC-Web-Auto-Seg Network Profile selected for this VM. This was

selected by the constraint oc-fixed-network:oc-web being matched in the network profile

�l Finally, note that the VMs may be in different resource pools, this is defined in Assembler and can be inspected by navigating

to Assembler>Infrastructure (top bar)>Configure>Cloud Zones> Select mgmt domain>Select Compute (top bar). Currently,

any resource pool is selected, however, this can be changed to only include specific resource pools as well. Feel free to

change this and test, however, you will want to delete the existing deployed application.
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[75][75]View Deployment in NSX ManagerView Deployment in NSX Manager

1.Click the + in Chrome to open a new web browser tab

2.Click the Management NSXManagement NSX shortcut link

3.Log in to NSX Manager with:

�üUsername: adminadmin

�üPassword: VMware123!VMware123!VMware123!VMware123!

4.Click the LOG INLOG IN button
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[76][76]View the Load BalancerView the Load Balancer

1.Click on the NetworkingNetworking tab

2.Click on Load BalancingLoad Balancing in the left column

3.Click the Virtual Servers LinkVirtual Servers Link on the OC-Auto-LB
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[77][77]View Virtual ServersView Virtual Servers

1.Click the OC-Auto-LB-###-pool-1OC-Auto-LB-###-pool-1 under the server pool to inspect the members
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[78][78]Server Pool MembersServer Pool Members

1.Here we can see the two OC-Apache-Auto-### servers that are listed as members on this Load Balancer. This will allow the

load balancer to distribute traffic between the server pool members.

2.Click on the CloseClose button ,, and then the CloseClose button again returning to the load balancer overview
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[79][79]Remove the ApplicationRemove the Application

1.Click the VMware Cloud ServicesVMware Cloud Services browser tab. If you happened to have been logged out Login again using the info below:

Credentials: configadminconfigadmin

Password: VMware123!VMware123!

Click on AssemblerAssembler tileperience Program Participant Guide

2.Click on the ResourcesResources tab

3.Click on the DeploymentsDeployments tab

4.Click on the three dot menuthree dot menu next to OpenCart-Fixed Demo

5.Click on DeleteDelete
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[80][80]Confirm DeleteConfirm Delete

1.Click on the red SUBMITSUBMIT button

Note: It will take ~2 minutes for Cloud Assembly to delete the application.

[81][81]Module 1 - ConclusionModule 1 - Conclusion

In this module, we showed how to use Aria Automation Assembler to deploy application workloads onto a pre-defined NSX network.
We began by creating an NSX Segment. We then created a DHCP Server and associated it with the segment. Next, we associated an
NSX Load Balancer that was previously created with the tier 1 logical router. After the network and related services had been created,
we defined a Network Profile in Assembler for the network. Finally, we used a Cloud Template to deploy a sample web server
application on a new network, that was provisioned in minutes through software-defined networking. In fact, the networking team
didn÷0t even need to be engaged to create the network in the core.
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Module 2 - Deploying Applications to an On-Demand NSX Network (45 minutes) IntermediateModule 2 - Deploying Applications to an On-Demand NSX Network (45 minutes) Intermediate

[83][83]Module OverviewModule Overview

It is anticipated that this module will take approximately 45 minutes to complete.

In this module, we use Aria Automation Assembler to dynamically deploy software-defined networking objects inside VMware Cloud
Foundation's NSX implementation as part of an application deployment using Aria Automation Assembler. We begin by reviewing the
vCenter and NSX inventory. We then create a network profile inside Assembler. We then deploy a template to demonstrate how an on-
demand NSX segment is deployed along with a corresponding tier 1 router, DHCP Server, and load balancer.

This module consists of the following exercises:

�l Creating an Assembler Network Profile for OC-DB-Cloud-Seg

�l Creating an Assembler Network Profile for OC-Web-Cloud-Seg

�l Reviewing a Aria Automation Template

�l Deploying OpenCart from a Template

�l Reviewing the Deployed Application

�l Deleting a Deployed Application

Prior to beginning the exercises, please close all the windows on the desktop.

[84][84]Create Assembler Network ProfilesCreate Assembler Network Profiles

A network profile defines a group of networks and network settings that are available for a cloud account in a particular region or
Datacenter in VMware Aria Automation.

You typically define network profiles to support a target deployment environment, for example a small test environment where an
existing network has outbound access only or a large load-balanced production environment that needs a set of security policies. Think
of a network profile as a collection of workload-specific network characteristics.
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[85][85]Initial Console CheckInitial Console Check

1.Please ensure that the Lab Status is green and says ÷1Ready÷2.

2.After you have verified that the lab is ready, please launch Google Chrome using the shortcut on the desktop.
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[86][86]Browse to Aria AutomationBrowse to Aria Automation

1.Click ++ in the Chrome browser to open a new window

2.Click the Aria SuiteAria Suite bookmark folder

3.Click on Aria AutomationAria Automation

Note: you may be presented with the self signed certificate and will need to accept to proceed
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[87][87]Launch the login pageLaunch the login page

1.Click the GO TO LOGIN PAGEGO TO LOGIN PAGE button
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[88][88]Login Using Workspace OneLogin Using Workspace One

Note: Workspace ONEWorkspace ONE is used for authentication with Aria Automation.

Login with:

1. In the Username field enter: configadminconfigadmin

2. In the Password field enter: VMware123!VMware123!

3.Click the Sign inSign in Button
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[89][89]Navigate to AssemblerNavigate to Assembler

1.Click on the AssemblerAssembler tile

Aria Automation Assembler allows cloud administrators to define application workloads, using cloud templates, which can be deployed
across different VMware Clouds.
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[90][90]Open Infrastructure TabOpen Infrastructure Tab

1.Click on the Infrastructure TabInfrastructure Tab

Aria Automation Assembler has built-in integration with VMware NSX-T. This integration allows for the creation of software-defined
objects inside NSX-T directly from Assembler. This built-in integration includes support for creating tier-1 logical routers, segments,
DHCP Servers, and load balancers.

To enable this integration, you create a network profile. In the Network Profile:

- We identify the cloud location (i.e. endpoint) where the software-defined networking components will be created (in the lab this is the
VCF management domain).

- We specify the network isolation type. In this module, we will use a network isolation type of ÷1on-demand÷2. This indicates to
Assembler that it will interface with NSX to create the software-defined objects as part of the application deployment.

- We identify the parameters (i.e. NSX transport zone, Tier-0 gateway, NSX Edge Cluster) that Cloud Assembly will use to connect to
NSX and create the software-defined objects.

Begin by creating a new network profile for the Cloud Foundation management domain.
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[91][91]Locate and Configure the Edge NetworksLocate and Configure the Edge Networks

Scroll down on the left column

1.Click on NetworksNetworks in the left menu

Note: You may need to scroll down to locate it in the Resources section

2. In the filter add ' uplinkuplink ' as the filter

3.Click on VCF-edge_mgmt-edge-cluster_segment_uplink1_11,VCF-edge_mgmt-edge-cluster_segment_uplink1_11, we will be updating both edge networks but will be doing this

one first.

HOL-2446-03-HCI: VMware Aria Suite | Cloud-Ops-Model in VMware Cloud Foundation

H A N D S - O N  L A B S  M A N U A L  |  8 4



[92][92]Update the first UplinkUpdate the first Uplink

1. In the IPv4 CIDR field enter: 172.27.11.0/24172.27.11.0/24

2. In the IPv4 default gateway field enter: 172.27.11.1172.27.11.1

3. In the DNS servers field enter: 10.0.0.210.0.0.2

4.Click on the SAVESAVE button
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[93][93]Locate and Configure the Edge NetworksLocate and Configure the Edge Networks

1. In the filter add ' uplinkuplink ' as the filter

2.Click on VCF-edge_mgmt-edge-cluster_segment_uplink2_12VCF-edge_mgmt-edge-cluster_segment_uplink2_12
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[94][94]Update the second UplinkUpdate the second Uplink

1. In the IPv4 CIDR field enter: 172.27.12.0/24172.27.12.0/24

2. In the IPv4 default gateway field enter: 172.27.12.1172.27.12.1

3. In the DNS servers field enter: 10.0.0.210.0.0.2

4.Click SAVESAVE
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[95][95]Create Network ProfileCreate Network Profile

1.Click on Network ProfilesNetwork Profiles

2.Click on the + NEW NETWORK PROFILE+ NEW NETWORK PROFILE button
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[96][96]New Network ProfileNew Network Profile

On the Summary tab enter the following values:

1. In the Account / Region field select: HOL-Site-1-Mgmt domain/ mgmt-datacenterHOL-Site-1-Mgmt domain/ mgmt-datacenter

2. In the Name field enter: OC-DB-Cloud-SegOC-DB-Cloud-Seg

3. In the Capability tags field enter: oc-cloud-network:oc-dboc-cloud-network:oc-db
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[97][97]Add Networks to the Network ProfileAdd Networks to the Network Profile

1.Click on the NetworksNetworks tan

2.Click on the + ADD NETWORK+ ADD NETWORK button
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[98][98]Adding the NetworksAdding the Networks

1.Click the filter field and enter ' edgeedge '

2.Select both VCF-edge segmentsboth VCF-edge segments shown (This allows Cloud Assembly created and routed networks to reach the outside via the

Tier-0 uplinks)

3.Click on the ADDADD button
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[99][99]Network PoliciesNetwork Policies
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1.Click the Network PoliciesNetwork Policies tab

2.Set Isolation policy to On-demand networkOn-demand network

3.Set transport zone to mgmt-domain-tz-overlay01mgmt-domain-tz-overlay01

4.Set External network to VCF-edge_mgmt-edge-cluster_segment_uplink1_11VCF-edge_mgmt-edge-cluster_segment_uplink1_11

5.Set Tier-0 to mgmt-edge-cluster-t0-gw01mgmt-edge-cluster-t0-gw01

6.Set Edge Cluster to mgmt-edge-clustermgmt-edge-cluster

7.Leave Source at InternalInternal (VRA will act as IPAM for this segment)

8. In the CIDR field enter: 10.1.5.1/2410.1.5.1/24

9.Set Subnet size to /28 (-14 IP addresses)/28 (-14 IP addresses)

10.Leave the IP Range Assignment at Static and DHCPStatic and DHCP

11.Click on the CREATECREATE button

[100][100]Review Network Profile CreationReview Network Profile Creation

1.Here we can see the New Database Network Profile has been created.
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[101][101]Add a New Web Network ProfileAdd a New Web Network Profile

1.Click on the + NEW NETWORK PROFILE+ NEW NETWORK PROFILE button
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[102][102]New Network ProfileNew Network Profile

On the Summary tab enter the following values:

1.Set the Account / Region to: mgmt domain/ mgmt-datacentermgmt domain/ mgmt-datacenter

2. In the Name field enter: OC-Web-Cloud-SegOC-Web-Cloud-Seg

3. In the Capability tags field enter: oc-cloud-network:oc-weboc-cloud-network:oc-web
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[103][103]Add Networks to the Network ProfileAdd Networks to the Network Profile

1.Click on the NetworksNetworks tab

2.Click on the + ADD NETWORKADD NETWORK button
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[104][104]Adding the NetworksAdding the Networks

1.Click the filter field and enter ' edgeedge '

2.Select both VCF-edge segmentsboth VCF-edge segments shown (This allows Cloud Assembly created and routed networks to reach the outside via the

Tier-0 uplinks)

3.Click on the ADDADD button
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[105][105]Network PoliciesNetwork Policies
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1.Click Network PoliciesNetwork Policies tab

2.Set Isolation policy to On-demand networkOn-demand network

3.Set transport zone to mgmt-domain-tz-overlay01mgmt-domain-tz-overlay01

4.Set External network to VCF-edge_mgmt-edge-cluster_segment_uplink1_11VCF-edge_mgmt-edge-cluster_segment_uplink1_11

5.Set Tier-0 to mgmt-edge-cluster-t0-gw01mgmt-edge-cluster-t0-gw01

6.Set Edge Cluster to mgmt-edge-clustermgmt-edge-cluster

7.Leave Source at InternalInternal (VRA will act as IPAM for this segment)

8. In the CIDR field enter: 10.1.6.1/2410.1.6.1/24

9.Set Subnet size to /28 (-14 IP addresses)/28 (-14 IP addresses)

10.Leave IP Range Assignment at Static and DHCPStatic and DHCP

11.Click on the CREATECREATE button

[106][106]Review Network Profile CreationReview Network Profile Creation

1.Here we can see the New Web Server Network Profile has been created.

[107][107]Deploy from a TemplateDeploy from a Template

With the network profile created, we are ready to upload and deploy new Templates where we have defined resources for deploying an
on-demand NSX network and related objects.
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1.Click on the DesignDesign tab

2.Click on the NEW FROMNEW FROM button

3.Select the UploadUpload option
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[108][108]Upload TemplateUpload Template

1. In the Name field enter" ' OpenCart Cloud NetworkOpenCart Cloud Network '

2.Select the OpenCartOpenCart project

3.Verify that Share only with this projectShare only with this project is selected

4.Click the SELECT FILESELECT FILE button

5.The upload wizard should default to the downloads directory, select the Opencart Cloud Network.yamlOpencart Cloud Network.yaml file

6.Click on the OpenOpen button

7.Click on the UPLOADUPLOAD button
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[109][109]Select the TemplateSelect the Template

1.Click on the OpenCart Cloud NetworkOpenCart Cloud Network to review it's design
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[110][110]Review the TemplateReview the Template

Note we have seven resources.

�l Two network resources that create on-demand NSX networks and T1 routers

�l On-demand NSX Load Balancer and virtual servers for this instance of OpenCart

�l One or more Apache web servers (number of servers set when the user deploys the template)

�l An instance of MySQL for this OpenCart application

�l Two Security objects are attached to respective virtual machines, to create on-demand security policies per VM type
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[111][111]Inspect the OC-Web-Cloud-Seg ResourceInspect the OC-Web-Cloud-Seg Resource

1.Click on the OC-Web-Cloud-SegOC-Web-Cloud-Seg resource

2.This highlights the relevant part of the YAML file for this cloud template

�üNote the OC-Web-Cloud-Seg resource will create a new ÷1routed÷2 network. It will match with a network profile

that has the capabilities oc-cloud-network:oc-web.
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[112][112]Inspect OC-DB-Cloud-Seg ResourceInspect OC-DB-Cloud-Seg Resource

1.Click on the OC-DB-Cloud-SegOC-DB-Cloud-Seg resource

2.The OC-DB-Cloud-Seg has a constraint of oc-fixed-network:oc-db that will need to be matched by a corresponding network

profile
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[113][113]Inspect the OC-Cloud-LBInspect the OC-Cloud-LB

1.Click on the OC-Cloud-LBOC-Cloud-LB load balancer resource.

2.The load balancer resource will create a new load balancer and virtual server resources on the OC-Web-Cloud-Seg segment,

with members of the server pool (instances) based on the number of OC-Apache-Cloud web servers this template deploys.

The load balancer is configured to listen on Port 80 Protocol and Port), and talk to the backend Apache server on Port 80

(InstanceProtocol and InstancePort).
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[114][114]Inspect Apache Server PoliciesInspect Apache Server Policies

1.Click on the OC-Apache-Cloud-Sec-GroupOC-Apache-Cloud-Sec-Group resource

2.This resource creates an on-demand distributed firewall policy that applies to virtual machines created by the OC-Apache-

Cloud VM resource.

�üThis creates a set of rules similar to what you have created and used in the previous OpenCart lab modules.
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[115][115]Inspect MySQL PoliciesInspect MySQL Policies

1.Click on the OC-MySQL-Cloud-Sec-GroupOC-MySQL-Cloud-Sec-Group resource

2.This resource creates an on-demand distributed firewall policy that applies to virtual machines created by the OC-Apache-

Cloud VM resource.

�üThis creates a set of rules similar to what you have created and used in the previous OpenCart lab modules.
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[116][116]Test OpenCart Cloud DemoTest OpenCart Cloud Demo

1.Click on the TEST buttonTEST button

2.Enter the following values:

�ü In the Node Size field enter: smallsmall

�üSet the Front End Cluster Size to: mediummedium

3.Click the TESTTESTbutton as second time
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[117][117]Review Test ResultsReview Test Results

1.The test function will evaluate the cloud template against the infrastructure to verify that things are properly configured in the

lab. Ensure the test is successful. If the test fails, work with the lab moderator to resolve any problems.

2.Click XX to close the test results pop-up
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[118][118]Deploy OpenCart Cloud DemoDeploy OpenCart Cloud Demo

1.Click on the DEPLOYDEPLOY button

2. In the Deployment Name field enter: OpenCart-Cloud-DemoOpenCart-Cloud-Demo

3.Click on the NEXTNEXT button
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[119][119]Finalize DeploymentFinalize Deployment

1.Enter the following values:

�üFor the Node Size select: smallsmall

�üFor the Front End Cluster Size select: mediummedium

2.Click on the DEPLOYDEPLOY button

HOL-2446-03-HCI: VMware Aria Suite | Cloud-Ops-Model in VMware Cloud Foundation

H A N D S - O N  L A B S  M A N U A L  |  1 1 2



[120][120]Monitor ProgressMonitor Progress

Assembler will deploy the cloud template. This will take approximately ~15 minutes in the lab.

You can monitor the progress from Assembler as well as by connecting to the vSphere Client to watch as the VMs are deployed.

Note: If the deployment fails, attempt to restart it by navigating to the Deployments tab, and for the failed deployment, select
÷1Update÷2 from the three-dot menu. Contact the lab moderator for assistance.

Wait for the deployment to complete, it is complete when it says successful

1.Once complete you can see how long the deployment has taken. (if this gets to 10min or more try refreshing your browser)

2.Click on the HistoryHistory tab
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[121][121]Historical ViewHistorical View

1.Use the scroll bar to review the historical information about the application deployment

2.Click on the Provisioning DiagramProvisioning Diagram hyperlink
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[122][122]Review Provisioning DiagramReview Provisioning Diagram

The provisioning diagram is one of the best troubleshooting tools available for diagnosing failing deployments. This exercise will only
show the initial network allocation to familiarize you with navigating the provisioning diagram

The initial screen presented will default to the first network provisioned, which in this lab is OC-Web-Cloud-Seg

1.The topmost box describes the item to be created. In this case, we are creating a new network space due to the type

ROUTED

2.The second box shows the project that this template is a part of. Access to resources can be controlled with projects

3.The bottom row shows the process Assembler walks through to choose where to allocate this network. In effect, Assembler

chooses the first Network Profile it finds that meets the constraints of the object being provisioned.

�üNetwork Profile OC-Web-Cloud-Seg meets the constraints of this resource

�üThe remaining Network Profiles do not meet the constraints and are ineligible
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[123][123]Review OC-DB-Cloud-Seg Provisioning DiagramReview OC-DB-Cloud-Seg Provisioning Diagram

1.Click on the blue Network AllocationNetwork Allocation box

2.Select the OC-DB-Cloud-SegOC-DB-Cloud-Seg

3.Notice how the Network Profile that meets the constraints for OC-DB-Cloud-Seg changes

4.Click on the CloseClose button

5.Click on the CloseClose button again (button not shown in the screenshot)
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[124][124]Review OpenCart Cloud Demo DeploymentReview OpenCart Cloud Demo Deployment

1.Click >> to expand the OpenCart-Cloud-DemoOpenCart-Cloud-Demo deployment

Note the following:

2.Two deployed OC-Apache-Cloud-XXX web servers on the 10.1.6.x network, with IP addresses controlled by Assembler for

DHCP on the OC-Web-Cloud-Seg. (Note: The numeric suffix after the resources name is set by Assembler to keep resource

names unique. This naming mechanism was chosen during the initial Assembler set up in this environment).

3.An OC-MySQL-Cloud-XXX resource in the 10.1.5.x network

4.An NSX Load Balancer on the 10.1.6.x network, with an IP address in the range controlled by Assembler on the OC-Web-

Cloud-Seg.

Note down this IP address as you will need it in the following step.
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[125][125]Connect to Shopping Cart DemoConnect to Shopping Cart Demo

1.Click the ++ to open a new Chrome tab

2.Enter the IP address of the NSX Load Balancer (http://<iphttp://<ip >>), reviewed from the previous step, your's may be different than

10.1.6.2
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[126][126]Review Deployment in vCenterReview Deployment in vCenter
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With the shopping cart application running, we will now look at the underlying components that were deployed in vSphere and NSX.

1.Click the ++ to open a new Chrome tab

2.Click the Management vCenterManagement vCenter bookmark

Log in using the information below

�üUsername: administrator@vsphere.localadministrator@vsphere.local

�üPassword: VMware123!VMware123!

�üClick on the LoginLogin button

3.Navigate to the Hosts and ClustersHosts and Clusters view

4.From the hosts and clusters view, Select one of the OC-Apache-CloudOC-Apache-Cloud webservers identified in the Assembler Deployment

Summary. In this example, the machines are OC-Apache-Cloud-361 and OC-Apache-Cloud-362

5.Notice:

�üCPU and Memory sizes match ÷1Flavor = Small÷2 from Assembler Flavor Mapping.

�üThe VM is connected to OC-Web-Cloud-Seg based on the OC-Web-Cloud-Seg Network Profile selected for this

VM. This was selected by the constraint oc-cloud-network:oc-web being matched in the network profile

Note the NSX segment (i.e. OC-Web-Cloud-Seg-###) the VM is connected to. We will connect to the NSX Manager and view details
for this network.
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[127][127]Review in NSX ManagerReview in NSX Manager

1.Click the ++ to open a new Chrome Tab

2.Click the Management NSXManagement NSX bookmark - Log in to NSX Manager if needed

Username: adminadmin

Password: VMware123!VMware123!VMware123!VMware123!

Click on the LoginLogin button

3.Click on the NetworkingNetworking tab

4.Click on Network TopologyNetwork Topology in the left menu

5.Click on Tier-1 GatewaysTier-1 Gateways in the topology view window

(Optional )Click zoom or scroll the mouse wheel, you can also click and drag aroundzoom or scroll the mouse wheel, you can also click and drag around

Note: that a new segment has been created with a name similar to ÷1 OC-Web-Cloud-Seg-###OC-Web-Cloud-Seg-### ÷2. This segment was created Assembler
as part of the application deployment.
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[128][128]Locate the Tier-1 GatewaysLocate the Tier-1 Gateways

You will be able to locate the OC-Web-Cloud-Seg-### and the OC-DB-Cloud-Seg-### Tier-1 Gateways that were dynamically created
with the use of the routed network type selected in the YAML file.

1.Click on 2 Services2 Services, and you will see a Load Balancer and Firewall rules have been provisioned

2.Click on 2 VMs2 VMs at the button to expand out to see the VMs as shown above

Both of these VMs were given DHCP address leases by a DHCP server that was dynamically provisioned by Assembler
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[129][129]Review Load BalancingReview Load Balancing

1.Click on Load BalancingLoad Balancing in the left menu

2.Examine the Dynamically Created Load Balancer called OC-Cloud-LB-###OC-Cloud-LB-###

3.Click on the Virtual Servers linkVirtual Servers link

[130][130]Inspect the Virtual ServerInspect the Virtual Server
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Here we can see the virtual server, its associated IP address, ports, etc

1.Click on the OC-Cloud-LB-###-pool-1OC-Cloud-LB-###-pool-1

[131][131]Inspect the Server PoolInspect the Server Pool

1.Here we can see the list of both OC-Apache-Cloud-### servers, their IP address, port, weight, etc.

2.Click on the CloseClose button
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[132][132]Close the Virtual Server windowClose the Virtual Server window

1.Click CloseClose
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[133][133]Inspect the Distributed FirewallInspect the Distributed Firewall

1.Click on the SecuritySecurity tab

2.Click on Distributed FirewallDistributed Firewall from the left menu

3.Click the >> to expand the OC-MySQL Policy

4.Click the >> to expand the OC-Apache Policy

Notice the highlighted rules in the screenshot:

5.All of these rules and their states were derived from the cloud template creating a dynamic security policy. This ensures from

the time that this application is deployed to the time it is retired it adheres to the security policy set forth by the organization.
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[134][134]Delete Shopping Cart DemoDelete Shopping Cart Demo

1.Click on the Aria Automation AssemblerAria Automation Assembler browser tab. (note you may need to re-authenticate)

Credentials: configadminconfigadmin

Password: VMware123!VMware123!

Click on the AssemblerAssembler tile

We will now remove the deployed application.

2.Click on the three-dotthree-dot menu next to OpenCart-Cloud-Demo

3.Select the DeleteDelete option
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[135][135]Confirm DeletionConfirm Deletion

1.Click on the SUBMITSUBMIT button

The delete process usually takes 2-3 minutes to complete

Optional: If you have a vCenter Server window open during the delete process, you will see virtual machines power off and

being deleted

[136][136]Module 2 - ConclusionModule 2 - Conclusion

In this module, we showed how to use Aria Automation Assembler to deploy application workloads on to an on-demand NSX network.
We began by creating a Network Profile in Assembler that identified the network attributes to be used. We then deployed a sample
shopping cart application on the new network from a template. We then explored the objects inside vSphere and NSX to become
familiar with the components that were deployed. Based on your environment would you see an improvement in turnaround times
delivering infrastructure back to the business?
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ConclusionConclusion

[138][138]ConclusionConclusion

You have completed and reached the end of our lab on Aria Automation and the Cloud-Ops-Model in a VMware Cloud Foundation
environment. Please take a few minutes to provide feedback on your experience taking the lab as this will help with future updates.
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AppendixAppendix

[140][140]Hands-on Labs InterfaceHands-on Labs Interface

Welcome to Hands-on Labs! This overview of the interface and features will help you to get started quickly. Click next in the manual to
explore the Main Console or use the Table of Contents to return to the Lab Overview page or another module.

[141][141]Location of the Main ConsoleLocation of the Main Console

1.The area in the large RED box contains the Main Console. The Lab Manual is on the tab to the right of the Main Console.

2.Your lab starts with 90 minutes on the timer. The lab cannot be saved. Your lab will end when the timer expires. Click the

EXTENDEXTEND button to increase the time allowed. If you are at a VMware event, you can extend your lab time twice up to 30

minutes. Each click gives you an additional 15 minutes. Outside of VMware events, you can extend your lab time up to 9

hours and 30 minutes. Each click gives you an additional hour.

[142][142]Alternate Methods of Keyboard Data EntryAlternate Methods of Keyboard Data Entry

In this lab you will input text into the Main Console. Besides directly typing it in, there are two very helpful methods of entering data
which make it easier to enter complex data.
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[143][143]Click and Drag Lab Manual Content Into Console Active WindowClick and Drag Lab Manual Content Into Console Active Window

https://www.youtube.com/watch?v=xS07n6GzGuohttps://www.youtube.com/watch?v=xS07n6GzGuo

You can also click and drag text and Command Line Interface (CLI) commands directly from the Lab Manual into the active window in
the Main Console.

[144][144]Accessing the Online International KeyboardAccessing the Online International Keyboard

You can also use the Online International Keyboard found in the Main Console.

1.Click on the keyboard icon found on the Windows Quick Launch Task Bar.

HOL-2446-03-HCI: VMware Aria Suite | Cloud-Ops-Model in VMware Cloud Foundation

H A N D S - O N  L A B S  M A N U A L  |  1 3 1

https://www.youtube.com/watch?v=xS07n6GzGuo
https://www.youtube.com/watch?v=xS07n6GzGuo
https://www.youtube.com/watch?v=xS07n6GzGuo


[145][145]Click once in active console windowClick once in active console window

In this example, you will use the Online Keyboard to enter the "@" sign used in email addresses. The "@" sign is Shift-2 on US keyboard
layouts.

1.Click once in the active console window.

2.Click on the ShiftShift key.

[146][146]Click on the @ keyClick on the @ key
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1.Click on the " @"@" key.

Notice the @ sign entered in the active console window.

[147][147]Activation Prompt or WatermarkActivation Prompt or Watermark

When the lab starts you may notice a watermark on the desktop indicating that Windows is not activated.

A major benefit of virtualization allows virtual machines to be moved and run on any platform. Hands-on Labs utilizes this benefit and
hosts labs from multiple datacenters. However, these datacenters may not have identical processors which triggers a Microsoft
activation check through the Internet.

Rest assured VMware and Hands-on Labs are in full compliance with Microsoft licensing requirements. The lab that you are using is a
self-contained pod and does not have full access to the Internet. Without this the Microsoft activation process fails, and you see this
watermark.

This cosmetic issue has no effect on your lab.

[148][148]Return to Lab GuidanceReturn to Lab Guidance

Use the Table of Contents to return to the Lab Overview page or another module.
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