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Lab Overview - HOL-2481-01-HBD - VMware HCX - Getting Started with Cross-Cloud Mobility

Lab Description

The VMware HCX platform provides a seamless experience extending on-premises vSphere environments into private and public
clouds. Migration can be achieved at scale with technologies like HCX Bulk Migration and Replication Assisted vMotion. Virtual
machines stay connected with HCX Network Extension and utilize the best network paths with Mobility Optimized Networking. Lab
provides hybrid cloud infrastructure with an on-premises vSphere environment and cloud vSphere environment. It guides you to
establish the state of hybridity and configure live migration and bulk migration of VMs.

Lab Guidance

Note: It may take more than 90 minutes to complete this lab. You may only finish 2-3 of the modules during your time. However, you
may take this lab as many times as you want. The modules are independent of each other so you can start at the beginning of any

module and proceed from there. Use the Table of Contents to access any module in the lab. The Table of Contents can be accessed in
the upper right-hand corner of the Lab Manual.

In this lab we will explore  VMware HCX, this game changing product offers vSphere administrators a seamless method for extending an
on-premises data center and vSphere environments into HCX enabled private or public vSphere Cloud. The Hybrid Cloud Manager

offers hybrid networking and bi-directional workload migration capabilities, simplifying resource integration and management of
workloads. The Hybrid Networking Services aspect of the offering consists of software- defined WAN technologies that significantly

improve the connectivity, resilience and security of "middle mile" networking.

Lab Module List:

| Module 1- Establishing a State of Hybridity (15 minutes) (Basic) Deploying the HCX software

| Module 2 - Cloud Migrations (30minutes) (Basic) Zero downtime migration between on-premises and Cloud

| Module 3 -Migrating from Hyper-V to vSphere (45 minutes) (Basic) Walk through Migrating a Hyper-V based virtual machine
to vSphere using VMware HCX

| Module 4 -Mobility Optimize Networking (MON) (15 minutes) (Advanced) Showcase workload traffic flows using HCX Network

Extension with Mobility Optimized Networking
Lab Captains:

| Alex Fanous, Staff Solution Engineer, USA
| Shaina Dhir, Senior Technical Account Manager, USA

| Uma Kaladi, Cloud Solution Architect, USA
Principal:
| Doug Baer, Staff Solution Architect, USA
Content Architect:
| Guan Hua Liang Wu, Associate Content Architect, Costa Rica

This lab manual can be downloaded from the Hands-on Labs document site found here:
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https://docs.hol.vmware.com/117070/c/410344

http://docs.hol.vmware.com

This lab may be available in other languages.  To set your language preference and view a localized manual deployed with your lab,
utilize this document to guide you through the process:

http://docs.hol.vmware.com/announcements/nee-default-language.pdf

First time using Hands-on Labs?

~ HELP | PRIVACYZ | MYPROFILE | LOGOUT | ENGLISH @

EXIT END

EXTEND

IETABLE OF CONTENTS
* MORE OPTIONS

A-Jae
MODULE 1- CONTENT

MANUAL

This module contains the following
lessons:

« |ntroduction

Welcome! If this is your first time taking a lab navigate to the Appendix in the Table of Contents to review the interface and features
before proceeding.

For returning users, feel free to start your lab by clicking next in the manual.
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http://docs.hol.vmware.com/
http://docs.hol.vmware.com/announcements/nee-default-language.pdf

You are ready....is your lab?

Please verify that your lab has finished all the startup routines and is ready for you to start. If you see anything other than "Ready",
please wait a few minutes. If after 5 minutes your lab has not changed to "Ready", please ask for assistance.
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Module 1 - Establishing a State of Hybridity (20 minutes) Basic

Introduction

In this module, you will

| Understand how establishing the state of hybridity is the foundation for Cross-Cloud Mobility.
| Understand the different IT operational scenarios where HCX can be applied to solve today's infrastructure problems by

introducing new solutions such as hybrid datacenter architectures.

What is the 'State of Hybridity'?

HCX's state of hybridity is made up of 2 primary components:

1.HCX Interconnect Service

UThe Interconnect Service provides resilient access over the internet and private lines to the target site while
providing strong encryption, traffic engineering and extending the datacenter. This service simplifies secure pairing

of sites and the management of HCX components.

U WAN Optimization - Improves performance characteristics of the private lines or internet paths by leveraging WAN
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optimization techniques like data de-duplication and line conditioning. This makes WAN performance closer to that
of a LAN environment.
2.Network Extension Service
U High throughput Network Extension service with integrated Proximity Routing unlocks seamless mobility and simple

disaster recovery plans across sites.
The operational advantages that the state of hybridity provides are many. Below are a few examples:

1.Explore New Hybrid Datacenter Architectures . For example, database hosts remain on-premises while application and web
servers run in the public cloud, allowing users to take advantage of price and performance.

2.Migrate VMs between a combination of vSphere-based clouds that are reachable over the WAN. For example on-premises
vSphere/VCF Private Cloud and a vSphere-based Public Cloud.

3.Take advantage of Zero-Downtime migrations and reduce the need for extensive Application Dependency Mapping (ADM)
exercises. Traditional datacenter consolidation projects require large ADM exercises, as production applications reside in the
to-be-retired-Datacenters. With HCX, this will no longer be a concern.

4. Establish a simplified and complete Disaster Recovery  solution. For example, a DR site can be a public cloud or another

private cloud across the WAN.
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Day-To-Day IT Operations Applicability of the State of Hybridity
Below are a few benefits gained just from setting up the state of hybridity:

| Extend Existing Application and Networking Architecture for production applications over the WAN.
| Explore modern, agile architectures for production applications by extending to Cloud.

| Catalog/Template Sync across on-premises private and public clouds.

HCX Walkthrough

In this section, we will familiarize ourselves with on-premises and Cloud vSphere Infrastructure specifics as well as explore the HCX
plugin available within the on-premises vSphere Instance.

On-premises and Cloud HCX Walkthrough
In this exercise, we will do two things

1.Record the on-premises and Cloud vSphere Infrastructure specifics.

2.Familiarize ourselves with both on-premises and Cloud HCX interfaces.

We will first review the underlying vSphere instances for both Region A and Region B before we perform a walkthrough of HCX as
deployed within the lab environment.

In the context of this lab:

| Region A represents the on-premises environment

| Region B represents a vSphere based Cloud
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HOL Console Screen

1.Make sure the lab is in Ready state.

2.Click on Mozilla Firefox browser on the dock to launch the web browser.

HANDS-ON LABS MANUAL | 9



Login to vCenter Region A

1.Click the folder in the bookmark tab labeled  Region A and click the link inside for the vcsa-0la Web Client . Verify that the

address is: https://vcsa-01a.corp.local/
2.Username: administrator@vsphere.local
3.Password: VMwarel!

4.Click on Login

Note: For additional screen space, consider closing or unpinning the Alarms, Work in Progress and Recent Tasks panes.

HANDS-ON LABS MANUAL | 10



Verify vCenter version for Region A

1.Go to Menu
2.Click on Hosts and Clusters

3. Highlight vcsa-0l1a.corp.local
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Verify vCenter version for Region A (continued)

Under the Summary tab, you will see the Version information.

You may need to scroll down within the window or collapse the Custom Attributes panel to see the version information.
In the lab, you will see that vCenter is  version 6.7.0 , however the source side for HCX supports versions back to 5.x.
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Verify ESX version for Region A

1.Select host esx-01a.corp.local

2.Click on Summary
3.Under Summary, find Hypervisor and verify that the ESXi versionis 6.7.0
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Verify vSphere Instance in Region B

1.0pen a new tab in the web browser.

2.Select the vesa-01b Web Client link from within the Region B folder on the bookmarks toolbar.
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Verify vCenter version for Region B
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1.Verify the address as: https://vcsa-01b.corp.vmbeans.com
2.Username: administrator@vsphere2.local

3.Password: VMwarel!

4.Click on Login

Note that the credentials should automatically populate, but you may need to click in the username then password field to enable the
LOGIN button.

Verify vCenter version for Region B

As with the other vCenter, you may want to hide the Recent Tasks pane to save screen space.

1.Click on the Hosts and Clusters icon
2.Click on vcsa-01b.corp.vmbeans.com on the left side

3.Go to Summary

4.Under vCenter Detalls, verify that the  vCenter version is 8.0.0

Note that Health Alarms in the lab environment are a result of running in the lab environment and can generally be ignored.
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Verify ESXi version for Region B

1.If it is not already expanded, expand datacenter RegionBO1

2.Expand cluster RegionB01-COMPO1
3.Select host esx-01b.corp.vmbeans.com

4.Go to Summary and verify that the ESXi versionis 8.0.0 .
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Access the HCX Plugin
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This lab comes with HCX pre-installed on both the on-premises and Cloud vSphere instances.
We are now exploring the HCX plugin available within the on-premises vSphere instance on Region B site.

HCX is delivered via SaaS. The plugin for vCenter Server is provided to simplify the workflows and reduce the need to go to multiple
sites in to access related functionality.

To access the HCX plugin,

1.Within the Region B Web Client / vcsa-01b vCenter (source site) tab in Firefox, click on the Hamburger Icon in the upper left
corner next to vSphere Client

2.Click on HCX from the menu. Note that you may need to scroll to the bottom of the list.

Dashboard
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The Dashboard is your starting page. It provides a high-level of all HCX-related activities in one single page:

1.Click on the Dashboard tab. The above screenshot is for illustration purposes. The actual Dashboard would be empty now.
2.Cloud Overview shows you

U Total number of VMs Migrated

U Number of migrations in progress

U Number of scheduled migrations

U Number of networks that have been extended
3. Site Pairings

U Number of sites that have been paired

U Starting place for creating a new site pairing

Interconnect

1.Click on the Interconnect tab.

2.Click on the Service Mesh sub-tab. HCX Components will show up here once the HCX Fleet Services have been deployed.

(NOTE: In this lab, the Service Mesh is already created).
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Extended Networks

1.Click on Network Extension under Services in the left navigation pane. Extended Networks will show up here. ( Note : In this

lab, Network Extension is already configured )

You will learn more about extending networks in the next module.

HANDS-ON LABS MANUAL | 21



Migration View

1.Click on Migration from the left navigation. Your screen may show some migrations have already been performed during lab

development.
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Disaster Recovery View

1.Click on Disaster Recovery from the left navigation. This shows all DR-specific tasks, whether in-progress or completed. For

this lab, the list will be empty.

HANDS-ON LABS MANUAL | 23



Administration

1.Click on System Updates from the left navigation under the Administration section.
U All updates and patches are distributed via the internet

2.Create a new browser tab and continue to the next page for more instructions.

HCX Cloud Service Walkthrough (Cloud Portal)
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This lab comes with HCX pre-installed on both the on-premises, as well as the Cloud vSphere instances.
We are now exploring the HCX website available within the Cloud vSphere Instance.

HCX is delivered via SaaS. The reason we have a plugin for VC is to simplify the workflows for customers without having to go to
multiple sites to access various functionalities.
1.0pen a new tab
2.Enter https://hcx-connect-Ola.corp.local. It may say this is not a trusted site, click Advanced and proceed despite the self-
signed certificate warning.
3.Enter the username: administrator@vsphere.local
4.Enter the password: VMwarel!

5.Click the LOG IN button. NOTE: It may take a few seconds to load the first time, please be patient.

Dashboard

You are now looking at the VMware HCX Cloud Dashboard.
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https://hcx-connect-01a.corp.local/

Interconnect - Compute Profiles

1.Select Infrastructure under Dashboard on the left navigation menu.

2.Select Interconnect

3.Then select Compute Profiles on the right side

Here we can see the connected vSphere resources. Please note that due to the lab environment we use, we limit resources so more
customers can get a chance to use the lab. Warnings can be safely ignored.
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Infrastructure - Interconnect - Network Profiles - Networks

1.Select Interconnect from the left navigation.

2.With the Interconnect already selected click Network Profiles to see any predefined networks.
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Administration

1.Select System Updates under Administration from the navigation on the left.

This windows shows both the local and remote HCX installations and their versions.

NOTE: You can leave this browser tab open if you want. We may come back to this browser window later.

Conclusion

As you noticed, both the on-premises and cloud sites are running VMware vSphere software. We have now established that we have
HCX pre-installed on both sites.

This ends the HCX Walkthrough exercise. In the next exercise, we will review the configuration steps necessary to connect the sites.

HCX Site Pairing

In this exercise, we will be pairing our On-Premises vSphere Instance with the Cloud vSphere Instance.

We are going to deploy the HCX Components which establishes the platform necessary to provide the application portability and
disaster recovery features .

Before we configure site pairing, let's take a detailed look at HCX deployment consideration and HCX components.
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HCX Design Considerations

| HCX Enterprise Manager is typically placed in the same compute/network/storage resource objects as the vCenter server,
and other management Virtual Machines.

| The HCX Enterprise Manager VM should be placed in a network that can make internet-bound HTTPS connections and route
internal connections to the ESX Management network (if not placed directly on that network). HCX Manager is typically placed
in the same network as the vCenter server and other management components.

| The HCX Enterprise Manager is deployed as a one-to-one pair with each vCenter Server. The HCX Cloud Manager (the target
site HCX Manager) can attach to multiple vCenter Servers within a single physical datacenter.

| To integrate vCenter Linked-Mode, deploy HCX Manager as one-to-one pair with each vCenter where HCX is desired; in HCX
Manager+0s SSO configuration, the shared Platform Services Controller (PSC) should be specified. HCX-Enabled Linked-

mode vCenters will display objects from all linked vCenters during HCX Operations.

HCX WAN Interconnect Component
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The HCX Interconnect (HCX-WAN-IX) component provides migration and cross-cloud vMotion capabilities over the internet and private
lines to the target site while providing strong encryption, traffic engineering and virtual machine mobility.

The HCX Interconnect Service (HCX-WAN-IX) appliance is always in the path for replication-based and vMotion-based operations. The
Remote Site HCX Interconnect (HCX-WAN-IX) appliance is created automatically when a local appliance is deployed.

HCX WAN Interconnect (CGW) Deployment Considerations

| The HCX WAN Interconnect service appliance should be deployed in a cluster where it will not be CPU/Memory resource

constrained.

| It is recommended to have 100 Mbit of WAN bandwidth available for the HCX WAN Interconnect's migration services.

HCX WAN Optimization Component
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The HCX WAN Optimization (HCX-WAN-OPT) service improves performance characteristics of the private lines or internet paths by
leveraging WAN optimization techniques like data deduplication and compression.

This makes performance closer to a LAN environment. It accelerates on-boarding to the cloud using Internet/VPN, without waiting for
Direct Connect/MPLS circuits.

The HCX-WAN-OPT appliance is deployed "at-the-hip" of the HCX Interconnect. When deployed, the component is always in the path
for virtual machine migrations.

HCX WAN Optimization Deployment Considerations
| The HCX WAN Optimization service appliance should be deployed to the compute zone, or network services cluster (or in a
cluster where it will not be CPU/Memory resource constrained).

| The HCX WAN Optimization service appliance should be deployed on performance tier storage to ensure deduplication and

WAN conditioning services operate optimally.

The HCX WAN Optimization appliance does not need an IP address; HCX will use an internal addressing configuration and network to
service chain the WAN-OPT.

HCX Network Extension Component
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HCX Network Extension (HCX-NET-EXT) provides a High Performance (4-6 Gbps) Layer 2 extension capability.

| Use Extension with Migration to keep Virtual Machine IP and MAC addresses during migration.
| Extend VLANSs from VMware+0s vSphere Distributed Switch.

| Extend VXLANs (Requires NSX integration in the HCX Appliance Management interface).

Deploying the Network Extension Service appliance will allow networks to be extended in the vSphere Web Client. The Remote HCX-
NET-EXT appliance is created automatically whenever a local appliance is deployed. The HCX-NET-EXT service appliance is always
deployed as a service.

In the next section we'll use an interactive simulation (iSim) to walk through the Site Pairings and Mesh Setup.

Hands-on Labs Interactive Simulation: HCX Mesh Set Up

This part of the lab is presented as a Hands-on Labs Interactive Simulation . This will allow you to experience steps which are too time-
consuming or resource intensive to do live in the lab environment. In this simulation, you can use the software interface as if you are
interacting with a live environment.

Click the button below to start the simulation!
View the Interactive Simulation

You can hide the manual to use more of the screen for the simulation.
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https://docs.hol.vmware.com/hol-isim/hol-2022/vlp-isim-player.htm?isim=HOL-2281-01-HBD_HCX_Mod1_Mesh_setup.json

NOTE: When you have completed the simulation, click on the Manual tab to open it and continue with the lab.

[vlp:close-panel|manual|Close Instructions Panel]
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Hands-on Labs Interactive Simulation: HCX Network Extension

This part of the lab is presented as a Hands-on Labs Interactive Simulation . This will allow you to experience steps which are too time-
consuming or resource intensive to do live in the lab environment. In this simulation, you can use the software interface as if you are
interacting with a live environment.

Click the button below to start the simulation!
View the Interactive Simulation

You can hide the manual to use more of the screen for the simulation.
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NOTE: When you have completed the simulation, click on the Manual tab to open it and continue with the lab.

[vlp:close-panel|manual|Close Instructions Panel]
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Module 2 - Cloud Migrations (60 minutes) Basic

Enterprise Migration
In this module, you will learn how to

| Establish bi-directional migrations.
| Establish these migrations over the WAN, Internet or VPN.
| Enable and use zero-downtime and bulk migrations.

| Explore the Replication Assisted vMotion and day-day applicability of these features.
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Workload Migration
Migration of VMs typically fall in the following (or a variation of) 3 Operational Buckets:

1. Datacenter Consolidation - Merger & Acquisition, Retiring of Datacenter space, upgrade of hardware/software infrastructure
platforms with HCI, etc.
2.Datacenter Replacement - Moving to a laaS or modern Private Cloud.
3. Datacenter Extension - Adopting a Hybrid Architecture (moving workloads that require and take advantage of elastic public
clouds),
Traditionally, all of the above require complex sets of processes, purchase of additional technology and investment in people. Typically,
application migrations face the following challenges:
1. Mission Critical Apps require migration without downtime.
2.And when these apps are migrated without downtime, they typically suffer from performance degradation.
3.Given that during these migration windows, WAN and LAN traffic are negatively impacted, a maintenance window with
reduced usage of infrastructure is typically outlined.
4. Migration windows are over multiple months due to size, distance and network latency/loss.
5.Requires re-architecting a new IP platform for smooth switchovers requiring the purchase of additional hardware or software.
6. Application rollback can be complex.

As you can see and have probably experienced, migrations pose complex problems that require complex solutions. And usually,
Complex = Expensive.

In Todays Enterprise IT world, 3 types of Migrations are often considered.

1.Cold Migration - VM is powered-off. VMs moved to the destination Site. Templates are a good example of workloads that
require Cold Migration.

2.Warm Migration - VM is powered-on. VMs are snapshotted and kept in sync with source site. When Source site is down, VMs
are powered-on in last known good state. Tier-2 Apps are a good example of workloads, that use this type of Migration.

3.Zero-Downtime Migration - VM needs to remain powered-on. RPO/RTO requirements require zero downtime. Any data-loss

is unaffordable. Mission Critical Apps require this type of migration.
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Migration With HCX
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With HCX, we are not only looking to solve this problem, but hybridity in general. Which is why -

1.HCX enables zero-downtime migration without having to worry about IP re-architecting.

2.HCX enables Bulk Migration at Scale. Workflows exist for moving 100s VMs in parallel.

3.HCX works across the WAN and LAN, thereby enabling a unique model of Infrastructure with a mix of Private, Public and
Hybrid, based on the workload requirements.

UHCX includes all components required for Migration and beyond .

4. Network Stretching, Proximity Routing, Wan-OPT, Suite-B encryption, Traffic Engineering are included.

5.HCX requires No DNS and SSL certificate changes, no app reconfig, simpler rollbacks, no need for strict application
groupings that are caused by non-optimized WAN environments.

6.HCX works across any vSphere versions (vSphere version 5.x+), thereby not requiring to you to invest in bringing both sites
up to parity and enabling you to modernize your datacenters with full SDDC/VCF stack, managed service or laaS.

7.HCX enables you to seamlessly extend your network and thus your IP space, extensively reducing the complexity and
ensuring your IP Addressing policies, security policy violations and administrative boundaries are not broken.

8.HCX is delivered as a service, not a product bundle N download small plugin (via OVA) into vSphere, signal the intent via
service-driven deployment forms where you select which functions you want to use between sites and tether the sites
together. Frequent upgrades, no appliances to manage, ease of install and ease of support.

9.HCX enables you to combine on and off-premises networks into a single organizational network, you can still isolate individual

workloads on that network via SD-firewalling, ensuring that there are no security gaps.

Zero downtime migration (vMotion) between On-Premises to Cloud Instance

In this lesson we will migrate a VM from Inventory in Region A to Region B while powered on.

Migration Options
This module provides two paths to continue:

| Option 1 is a simulated environment

| Option 2 provides a live configuration lab

Please pick one of the two options. The simulation provides a faster response and may be more interesting if you want to see how the
process works without waiting for the data to be moved around.

The next page provides a link to run through an interactive simulation.

The page after provides steps to make the configuration live in the lab (Zero downtime migration (vMotion) between on-premises to
Cloud Instance Live Steps).
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https://docs.hol.vmware.com/117070/l/1702866-hands-on-labs-interactive-simulation-hcx-vmotion
https://docs.hol.vmware.com/117070/l/1678143-zero-downtime-migration-vmotion-between-on-premises-to-cloud-instance-live-steps

Hands-on Labs Interactive Simulation: HCX vMotion

This part of the lab is presented as a Hands-on Labs Interactive Simulation . This will allow you to experience steps which are too time-
consuming or resource intensive to do live in the lab environment. In this simulation, you can use the software interface as if you are
interacting with a live environment.

Click the button below to start the simulation!
View the Interactive Simulation

You can hide the manual to use more of the screen for the simulation.

NOTE: When you have completed the simulation, click on the Manual tab to open it and continue with the lab.

[vip:close-panellmanual|Close Instructions Panel]
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https://docs.hol.vmware.com/hol-isim/hol-2022/vlp-isim-player.htm?isim=hol-2281-01-hbd_mod_HCX_vMotion.json

Zero downtime migration (vMotion) between On-Premises to Cloud Instance Live Steps

In this lesson we will migrate a VM from Inventory in Region A to Region B while powered on.

Note: Below are the live steps for vMotion. If you have already reviewed the simulation these are duplicated steps. Please proceed to
the next section on Bulk Migration between Cloud Instance to On-Premises.
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Login to vCenter
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We will begin by logging into the Region-A VC.

1.Verify the address as : https://vcsa-0la.corp.locallui
2.Username: administrator@vsphere.local
3.Password: VMwarel!

4.Click on Login

Access Hybrid Cloud Services (HCX) Plugin
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To access the HCX plugin:

1.Click the Menu button
2.Click HCX

Verify Site Pairing

Before we do a VM migration, we want to make sure we have paired the 2 sites and also have completed the Layer 2 Network Stretch.
The requirement for VM Migration at a minimum is to have Site Pairing.

L2 Network Stretch is optional.

1. Verify the Site Pairing already exists in this lab. You may need to scroll a bit down to see the Site pairings.
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Verify L2 Network Stretch

Now we will verify that we have completed the L2 Network Stretch:

1.From the left navigation, select the  Network Extension item.
2.Expand the Source Network named VM-RegionA01-vDS-COMP by clicking on the triangle icon.
3.You will see the status Mobility Optimized Networking enabled.

NOTE: L2 Network Stretch is optional for VM migration.

HANDS-ON LABS MANUAL | 47



Starting the Migration

1.Click on Migration from the left navigation.

2.Click on Migrate .
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Initial Migration Options
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This screen allows us to select the combination of source / destination and choose a VM for us to proceed on specific details.

1. Select the connection "Source hcx-connector-0la / VC vesa-0la.corp.local > Destination: hcx-01b / VC vesa-01b.corp.local

2.Enter a name for the group, suchas HOL
3.Check the box next to the core-A VM
4.Click the green ADD button.

Configuring the Migration Details

1.For Mandatory: Compute Container select esx-01b.vmbeans.com

2.For Specify Destination Folder select Discovered virtual machine .
3.From the dropdown menu for ~ Storage, select HCX-Datastore-B .
4.From the dropdown menu for  Disk Provisioning , select Thin Provision .
5.From the dropdown menu for ~ Migration Profile , select vMotion .

6.Click the Validate button at the bottom of the window.
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Validate Migration Request

Before migrating the VM, validation is done to ensure the inputted parameters are correct and migration can actually be completed.
This check is done dynamically and talks to both sides of the migration to verify the settings. In this lab, you can ignore any warnings

that may come up.

1.Select Go to start the migration.  This screen should automatically close.

Migration in Progress
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1.Click the down arrow to see updated progress.

2.Verify the Migration status is 'vMotion Transfer in Progress'

Migration is Complete

1.Click on Refresh and wait until the migration completes.

2.View Migration completed status.

3. Clicking this icon will show you performance stats for the entire mobility group.
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View migrated VM at Region-B
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Now we are going to connect to the Site-B vCenter to locate the VM core-A that we have vMotioned from Site A.

1.Select the first tab.

2.Verify you are on vcsa-01lb.vmbeans.com

3.Enter the User name: administrator@vsphere2.local
4. Enter the Password: VMwarel!

5.Click on Login to continue.

View migrated VM at Region-B
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1.From the top, select the Home menu.

2.From the Home Menu, select Host and Clusters .

3.0n the left navigation, expand out the arrows for ~ vcsa-01b.corp.vmbeans.com, RegionB01, and RegionB01-COMPO1 . Locate
and click on the VM, core-A . Note: This is the VM from Region A via vMotion.

4.With the core-A VM selected on the left pane, selectthe  Summary tab in the right pane. Here we see some summary details
about the core-A VM. Notice it is running on Host  esx-Ol1b.corp.vmbeans.com where it was vMotioned.

Congratulations! You have vMotioned a VM from Region-A to Region-B successfully. In the next exercise, we will bulk migrate VMs via
vMotion.

Bulk Migration between Cloud Instance to On-Premises

We will now do a bulk migration of the VMs from Remote site to the Source Site.
This migration method uses the VMware vSphere Replication protocols to move the virtual machines to a remote site.
| The Bulk migration option is designed for moving virtual machines in parallel.

| This migration type can set to complete on a pre-defined schedule.

| The virtual machine runs at the initial site (our original Remote Site) until the cutover begins. The service interruption with

bulk migration is equivalent to a reboot.
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Login to vCenter Region A

We will now go back to our vCenter for Region-A. If you still have your vSphere Web Client connected to Region-A vCenter, you may
skip this step. If not, please open a new Chrome browser tab:

1.Go to the address: https://vcsa-01a.corp.local/ui  or click from the bookmarks toolbar on  vcsa-Ola Web Client .

2.Username: administrator@vsphere.local
3.Password: VMwarel!

4.Click on Login
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Access Hybrid Cloud Services (HCX) Plugin

To access the HCX plugin:

1.Click Menu and then select HCX from the drop down.
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Starting the Migration

1.Click on the Migration tab.
2.Click on Migrate button.

Choose Reverse Migration and Source/Destination
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1.Check the Reverse Migration checkbox. We are now going to migrate VMs from RegionB01 back to RegionA01.
2.Click on the second Destination connector ( hcx-connect-Ola /vcsa-0la.corp.local) and add a name for the group
3.Check the checkbox nextto core-A VM to select it for vMotion.

4.Check the checkbox nextto core-B VM to select it for vMotion.

5.Click Add

Start all migrations from the connector or enterprise side, in this case from site A. Even if we are doing a reverse migration.

Choose the 2 VMs
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1. At the top, in the light green box, are universal migration options, the selections you make it will apply to all selected VMs. We
will select Discovered Virtual Machines as Destination Folder.

2.We will select esx-0la.corp.local as our host to vMotion to (Destination Container).

3.For Storage, select HCX-Datastore-A .

4.For Provisioning Type, select Thin Provision .

5.For Migration Type, select Bulk Migration .

6.For both VMs core-A and core-B, select  RegionB01-vDS-COMP => VM-RegionA01-vDS-COMP  as the network mapping to
use.

7.We have 2 options to schedule.  The default is ASAP. Alternatively you can schedule the migration for some point in the
future.

8.Click Validate to continue.

Choose a network

1.Click the arrow to expand the first VM

2.Verify the network VM-RegionA01-vDS-COMP s selected for both VMs
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Validating the Migration

Migration process is now being validated for the parameters that were passed. Note: If you happen to have some warning, you may
safely ignore them and proceed.

1.Click on Go to start the reverse bulk migration of VMs back to RegionA01.
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Migration in Progress

The Migration screen now shows the bulk migration in progress.
1.Click the Refresh button periodically to see updates to the process.

The direction and color of arrow indicates the type and direction of migration being performed. Reverse migration is from Remote to
Local.

| 'Rev' denotes reverse migration.
| '‘Bulk’ denotes Bulk migration of VMs

| 'vMotion' as before denotes vMotion as the migration type.
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Migration is Complete

The Migration screen now shows that the bulk migration has completed.

Verification

From the Hosts and Clusters view in the Region A vCenter Server, we will verify that the VMs were successfully migrated from the
Remote site.

1.0n the left menu, expand the arrows for  vcsa-0la.corp.local , RegionAO1 Datacenter and RegionA01-COMPO1 .
2.Select the host esx-0la.corp.local . Note: Remember we reverse migrated the VMs onto this host.
3.0n the right panel, select the tab  VMs for this host.

4.Notice the 2 VMs, core-A and core-B are located on this host just as we expected.

Congratulations! You have successfully bulk migrated VMs from Site B to Site A.
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Conclusion
In this module, we walked through the HCX's Cross-Cloud Migrations, as well as:

| Enable and use zero-downtime and bulk migrations.

| Explore the Replication assisted vMotion and day-day applicability of these features.

Day-to-Day Applicability of this Module

1.Non-disruptive vSphere Upgrade (from vSphere 5.x to vSphere 6.x+) into newer hardware or public cloud.
2.Migration of Production Apps without the need for Application Dependency Mapping.

3.Moving VMs between various cloud infrastructures for various IT operations tasks such as hardware refresh, switch upgrades,

software upgrades/patches, etc).

You finished Module 2

Congratulations on completing  Module 2!!

If you are looking for additional information on HCX Cross-Cloud Mobility solution, please reach out to your sales team.
Proceed to any module below which interests you most.

| Module 1- Establishing a State of Hybridity (15 minutes) (Basic) Deploying the HCX software
| Module 3 -Migrating from Hyper-V to vSphere (45 minutes) (Basic) Walk through Migrating a Hyper-V based virtual machine

to vSphere using VMware HCX
| Module 4 -Mobility Optimize Networking (MON) (15 minutes) (Advanced) Showcase workload traffic flows using HCX Network

Extension with Mobility Optimized Networking

In case you want to exit lab, please click onthe  END button at the top right corner.
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Module 3 - Migrating from Hyper-V to vSphere (45 minutes) Basic

Introduction

In this module we will walk through Migrating a Hyper-V based virtual machine to vSphere using VMware HCX.

Hands-on Labs Interactive Simulation: Migrating from Hyper-V to vSphere

This part of the lab is presented as a Hands-on Labs Interactive Simulation . This will allow you to experience steps which are too time-
consuming or resource intensive to do live in the lab environment. In this simulation, you can use the software interface as if you are
interacting with a live environment.

Click the button below to start the simulation!
View the Interactive Simulation

You can hide the manual to use more of the screen for the simulation.
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NOTE: When you have completed the simulation, click on the Manual tab to open it and continue with the lab.

[vlp:close-panel|manual|Close Instructions Panel]
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Conclusion

In this module, we walked through migrating a Hyper-V VM to vSphere using the OS Assisted Migration (OSAM) feature of HCX.
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You&#39;ve finished Module 3

Congratulations on completing ~ Module 3!!
If you are looking for additional information on HCX Cross-Cloud Mobility solution, please reach out to your VMware Sales team.

Proceed to any module below which interests you most.
| Module 1- Establishing a State of Hybridity (15 minutes) (Basic) Deploying the HCX software
| Module 2 - Cloud Migrations  (30minutes) (Basic) Zero downtime migration between on-premises and Cloud

| Module 4 -Mobility Optimize Networking (MON) (15 minutes) (Advanced) Showcase workload traffic flows using HCX Network

Extension with Mobility Optimized Networking

In case you want to exit lab, please click onthe  END button at the top right corner.
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Module 4 - Mobility Optimized Networking (MON) (15 minutes) Advanced

Mobility Optimized Network (MON)

In this lesson we will migrate a VM from Inventory in Region A to Region B while powered on. We will then activate MON.
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Login to vCenter
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We will begin by logging into the Region-A VC.

1.Verify the address as : https://vcsa-0la.corp.locallui
2.Username: administrator@vsphere.local
3.Password: VMwarel!

4.Click on Login

Test Existing Access

1.Click on Core-A from the inventory list

2.Click on Launch Web Console
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Launch Console

1.Click OK
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Ping

1.Click into the console

2.type ping 192.168.221.10

We can see we are not getting a response.  This is expected because this IP is only accessible from site B.
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Access Hybrid Cloud Services (HCX) Plugin

To access the HCX plugin:

1.Go to the first tab with vcsa-01a (not pictured)
2.Click the Menu button
3.Click HCX
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Verify Site Pairing

Before we do a VM migration, we want to make sure we have paired the 2 sites and also have completed the Layer 2 Network Stretch.
The requirement for VM Migration at a minimum is to have Site Pairing.

L2 Network Stretch is optional.

1. Verify the Site Pairing already exists in this lab. You may need to scroll a bit down to see the Site pairings.
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Verify L2 Network Stretch

Now we will verify that we have completed the L2 Network Stretch:

1.From the left navigation, select the  Network Extension item.
2.Expand the Source Network named VM-RegionA01-vDS-COMP by clicking on the triangle icon.
3.You will see the status Mobility Optimized Networking enabled.

NOTE: L2 Network Stretch is optional for VM migration.
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Starting the Migration

1.Click on Migration from the left navigation.

2.Click on Migrate .
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Initial Migration Options

This screen allows us to select the combination of source / destination and choose a VM for us to proceed on specific details.

1. Select the connection "Source hcx-connector-0la / VC vesa-01a.corp.local > Destination: hcx-01b / VC vesa-01b.corp.local
2.Enter a name for the group, such as MON
3.Check the box next to core-A

4.Click the green ADD button.
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Configuring the Migration Details

1.For Specify Compute Container select esx-01b.corp.local

2.For Specify Destination Folder select Discovered virtual machine .
3.From the dropdown menu for ~ Storage, select HCX-Datastore-B .
4.From the dropdown menu for  Disk Provisioning , select Thin Provision .
5.From the dropdown menu for ~ Migration Profile , select vMotion .

6.Click Validate .
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Validate Migration Request

Before migrating the VM, validation is done to ensure the inputted parameters are correct and migration can actually be completed.
This check is done dynamically and talks to both sides of the migration to verify the settings. You can ignore any warnings that may
come up.

1.Select Go to start the migration.  This screen should automatically close.

Migration in Progress
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1.Click the down arrow to see updated progress.

2.Verify the Migration status is  'Migration Started'

Migration is Complete

1.Click on Refresh and wait until the migration completes.

2.View Migration completed status.

3.Clicking this icon will show you performance stats for the entire mobility group.
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View migrated VM at Region-B
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Now we are going to connect to the Site-B vCenter to locate the VM Core-A that we have vMotioned from Site A.

1.Select the first tab.

2.Verify you are on vcsa-01b.corp.vmbeans.com
3.Enter the User name: administrator@vsphere2.local
4. Enter the Password: VMwarel!

5.Click on Login to continue.
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View migrated VM at Region-B

1.Select the Host and Clusters icon .
2.0n the left navigation, expand out the arrows for ~ vcsa-01b.corp.local, RegionB01, and RegionB01-COMPO1 . Locate and click

on the VM, core-A . Note: This is the VM from Region A via vMotion.
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Launch Console

1.Click Launch Remote Console
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Test Ping

If needed, click into the console to see the display. Here we can see that the ping we started earlier is still going, but still not getting a
response. Let's continue on and trigger the MON portion.
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Navigate to HCX
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1.Click on the tab for vSphere - core-A
2.Click the hamburger icon in the top left
3.Click HCX

Navigate to Network Extensions

1.Click Network Extension on the left navigation.

2.Click the arrow to expand the options for the extended network.
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Activate MON for Core-A
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1.Click Network Extension on the left Navigation
2.Click the check box nextto Core-A
3.Use the drop down menu and select  hcx-01b

4.Click Submit

Acknowledge prompt

1.Click OK to continue.
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Check Ping

1.Click the core-A console window

2.1f needed, click in the window to activate it and see the display.

3.You should now see ping Responses

Conclusion

You have now completed this module and seen a VM switch the routing location used to the migrated site.

Conclusion

In this module, we walked through Mobility Optimized Networking (MON) and saw how it can help simplify networking after migrations.
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You&#39;ve finished Module 4

Congratulations on completing ~ Module 4!!
If you are looking for additional information on HCX Cross-Cloud Mobility solution, please reach out to your sales team.

Proceed to any module below which interests you most.
| Module 1- Establishing a State of Hybridity (15 minutes) (Basic) Deploying the HCX software
| Module 2 - Cloud Migrations  (30minutes) (Basic) Zero downtime migration between on-premises and Cloud

| Module 3 -Migrating from Hyper-V to vSphere (45 minutes) (Basic) Walk through Migrating a Hyper-V based virtual machine
to vSphere using VMware HCX

In case you want to exit lab, please click onthe  END button at the top right corner.
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Appendix

Hands-on Labs Interface

Welcome to Hands-on Labs! This overview of the interface and features will help you to get started quickly. Click next in the manual to
explore the Main Console or use the Table of Contents to return to the Lab Overview page or another module.

Location of the Main Console

1.The area in the large RED box contains the Main Console. The Lab Manual is on the tab to the right of the Main Console.

2.Your lab starts with 90 minutes on the timer. The lab cannot be saved. Your lab will end when the timer expires. Click the
EXTEND button to increase the time allowed. If you are at a VMware event, you can extend your lab time twice up to 30
minutes. Each click gives you an additional 15 minutes.  Outside of VMware events, you can extend your lab time up to 9

hours and 30 minutes. Each click gives you an additional hour.

Alternate Methods of Keyboard Data Entry

In this lab you will input text into the Main Console. Besides directly typing it in, there are two very helpful methods of entering data
which make it easier to enter complex data.
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Click and Drag Lab Manual Content Into Console Active Window

https://www.youtube.com/watch?v=xS07n6GzGuo

You can also click and drag text and Command Line Interface (CLI) commands directly from the Lab Manual into the active window in
the Main Console.

Accessing the Online International Keyboard

You can also use the Online International Keyboard found in the Main Console.

1. Click on the keyboard icon found on the Windows Quick Launch Task Bar.
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Click once in active console window

In this example, you will use the Online Keyboard to enter the "@" sign used in email addresses. The "@" sign is Shift-2 on US keyboard
layouts.

1.Click once in the active console window.

2.Click on the Shift key.

Click on the @ key
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1.Click on the " @" key.

Notice the @ sign entered in the active console window.

Activation Prompt or Watermark

When the lab starts you may notice a watermark on the desktop indicating that Windows is not activated.

A major benefit of virtualization allows virtual machines to be moved and run on any platform. Hands-on Labs utilizes this benefit and
hosts labs from multiple datacenters.  However, these datacenters may not have identical processors which triggers a Microsoft
activation check through the Internet.

Rest assured VMware and Hands-on Labs are in full compliance with Microsoft licensing requirements. The lab that you are using is a
self-contained pod and does not have full access to the Internet. Without this the Microsoft activation process fails, and you see this
watermark.

This cosmetic issue has no effect on your lab.

Return to Lab Guidance

Use the Table of Contents to return to the Lab Overview page or another module.
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